
 

 

zapthink
white paper 

ZapThink, LLC ! 11 Willow Street, Suite 200 ! Waltham, MA 02453 ! info@zapthink.com ! www.zapthink.com

A GA GA GA GUIDE TO UIDE TO UIDE TO UIDE TO SSSSECURING ECURING ECURING ECURING XML XML XML XML AND AND AND AND WWWWEB EB EB EB 
SSSSERVICESERVICESERVICESERVICES



 A Guide to Securing XML and Web Services January 2004 

Copyright © 2004, ZapThink, LLC 2 

ZapThink, LLC ! 11 Willow Street, Suite 200 ! Waltham, MA 02453 ! info@zapthink.com ! www.zapthink.com

A GA GA GA GUIDE TO UIDE TO UIDE TO UIDE TO SSSSECURING ECURING ECURING ECURING XML XML XML XML AND AND AND AND WWWWEB EB EB EB SSSSERVICESERVICESERVICESERVICES    
January 2004 
Analysts: Jason Bloomberg and Ronald Schmelzer 
 
 
 

AbstractAbstractAbstractAbstract    
The quantity of XML crossing the enterprise network is dramatically 
increasing as the range and depth of uses that companies find for XML 
grows. This torrent of XML traffic offers substantial business value to 
enterprises, but it also offers a new set of risks.  
 
Companies are using Web Services today to facilitate integration with 
their most important systems, but XML, the heart of Web Services, is by 
its nature an open, human-readable format, and as a result offers little 
in the way of inherent security. It is critically important, therefore, for 
companies to secure their XML and Web Services traffic before they 
experience serious compromises to their enterprise IT security. 
 
The existing traditional security infrastructure is inadequate to satisfy 
the security needs that XML and Web Services present. Companies 
must optimize their security infrastructure with centralized XML and 
Web Services security policy definition and control. Organizations must 
also focus on securing their XML and Web Services traffic is at the 
perimeter of the network, and find efficient ways to offload security 
functions on behalf of their XML and Web Services.  
 
Traditional network firewalls, however, aren’t up to the task, because 
they don’t understand the content of the messages crossing their ports. 
This need motivates companies like Reactivity to create a new kind of 
network appliance known as an XML firewall that intercepts incoming 
XML traffic and takes policy-based actions based on the content of that 
traffic. Such XML firewalls are an integral part of any enterprise’s 
complete IT security infrastructure. 
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I.I.I.I.    The BenefitsThe BenefitsThe BenefitsThe Benefits and Challenges of XML Traffic for the Enterprise and Challenges of XML Traffic for the Enterprise and Challenges of XML Traffic for the Enterprise and Challenges of XML Traffic for the Enterprise    
The movement to standards-based, loosely coupled integration technologies and 
architectures represented by XML, Web Services, and Service-oriented 
architectures heralds a broad set of changes in today’s information technology 
environment. XML is fast becoming the lingua franca of disparate, 
heterogeneous information on the network, and Web Services, based on XML, 
represent a new, open standards-based approach to getting systems and 
applications to integrate with each other. As a result, the amount of XML traffic 
on the network is beginning to explode. With this burgeoning quantity of XML 
come new risks and problems. It is essential for today’s enterprise to understand 
both the benefits that XML and Web Services can bring to the business and the 
changes that IT organizations must make to accommodate new approaches to 
computing and the risks associated with those approaches. 

The increasing use of XML in the enterprise presents a new set of requirements 
and business drivers for the adoption new XML-aware tools and technologies. 
One of the major market forces driving this trend is that as XML traffic increases 
on the network, enterprises will need specialized applications to achieve the 
desired economies of scale.  

In addition, enterprises also need tools that allow users to implement XML and 
Web Services solutions without having to continuously modify those applications 
to comply with changing corporate XML policies. These policies may affect the 
security, management, performance, and vocabulary features of the XML 
documents. For example, an enterprise may require that all externally-bound 
XML messages must be compressed, digitally signed, and compliant with 
particular XML specifications. Tools and intermediary devices must be able to 
comply with and enforce these policies. 

Finally, as XML becomes an increasingly important part of the corporate IT 
infrastructure, IT administrators, managers, and CIOs will increasingly desire to 
extract more value out of their XML traffic flowing on their networks. For 
example, data center administrators, CIOs, and line-of-business users may want 
more in-depth reporting and auditing of XML traffic, message-tracing facilities, 
billing and metering functions, and other functionality that will increase the 
flexibility of the IT organization, leading to an enterprise where the technology 
responds quickly and efficiently to changes in the business environment—what 
we call the agile enterprise. 

The rise of XML on the network The rise of XML on the network The rise of XML on the network The rise of XML on the network     

There are many drivers for XML and Web Services adoption in enterprise as they 
seek to become more agile. The desire to simplify integration is one of the 
primary drivers for XML adoption. The main reason why XML is well-suited to 
solving this integration challenge is that it is capable of representing data and 
processing information in an application neutral, open, and extensible manner. 

It is essential for 
today’s enterprise to 
understand the 
changes that IT 
organizations must 
make to 
accommodate 
computing with XML 
and Web Services, 
and the risks 
associated with them. 
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The need for integration is spurred by the desire to link multiple systems into a 
cohesive view of data and access to system interfaces that can power decision-
making, customer interaction, and the delivery of integrated products and 
services. Matched with the complexity of internal integration is the desire to 
connect supply chain partners, affiliate networks, distribution channels, and 
even customers. The need for such complex integration creates a tremendous 
need to standardize integration protocols, as the cost of supporting multiple 
exchange protocols, or even adding a new one, adds an inordinate amount of 
cost to the integration process, especially since almost every component in the 
heterogeneous environment must support these protocols. 

Another major driver for XML adoption is the increased need to represent and 
publish content in a way that can be easily reused and repurposed to meet 
different needs. XML enables structured document creation that can then be 
repurposed for other documents, transformed into different content 
representation formats, and syndicated to end destinations. As a result, 
publications can be delivered in real-time to end content users.  

Finally, Web Services are still at a relatively early stage of adoption. Right now, 
enterprises are exploring using Web Services as a standards-based interface to 
systems. However, as companies realize the business agility benefit of a 
movement to Service-Oriented Architectures (SOAs), there will be a tremendous 
increase in network traffic for critical XML-based Web Services standards such 
as SOAP, WSDL, and UDDI. As companies ranging from Microsoft to Intuit look to 
embed Web Services within their software products, XML-based network traffic 
will continue to explode.  

Consequently, ZapThink expects XML traffic on the network to greatly increase 
over the next few years. Currently, ZapThink estimates that XML represents 
about 3% of all network traffic on the network in 2003. However, this number is 
expected to increase to around 35% of all LAN network traffic by 2007. Figure 1 
below shows the expansion of network traffic over the next few years.  

Figure 1: Growth of XML as PercentFigure 1: Growth of XML as PercentFigure 1: Growth of XML as PercentFigure 1: Growth of XML as Percentage of Network Trafficage of Network Trafficage of Network Trafficage of Network Traffic††††    
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As XML and Web Services traffic increases on the network, it will become more 
difficult for IT and data center administrators to ignore the impact it has on their 
operations. Just as they have had to deal with the new threats that the Internet 
and other new technologies introduced to their environment, they will be forced 
to deal with the new challenges involved in efficiently and effectively handling 
and securing XML and Web Services traffic. 

Processing at the nework layer vs. the application layerProcessing at the nework layer vs. the application layerProcessing at the nework layer vs. the application layerProcessing at the nework layer vs. the application layer    

The dramatic increase of Web Services and other XML traffic on today’s 
enterprise networks presents serious security, management, and performance 
considerations for the IT manager. At the root of the problem: existing network 
devices such as routers, firewalls, and load balancers operate at the network 
layer, rather than at the application layer. As a result, existing network 
infrastructures are entirely unable to provide the application-layer security that 
enterprises need. 

To understand what the application layer is, it’s important to understand the 
basics of network processing. Network processing is often referred to as part of a 
seven-layered network model, called the Open Systems Interconnect (OSI) stack. 
The OSI stack, as shown in Figure 2 below, encapsulates the following layers of 
networking technology:  

Figure 2: OSI Network StackFigure 2: OSI Network StackFigure 2: OSI Network StackFigure 2: OSI Network Stack    

Application – The highest level of the networking stack, the
application level protocol specifies a complete networking
application.

Physical – Represents the lowest level of network connectivity –
that of the wire or physical connection that links machines together.

Link – Provides the necessary protocol framing to get two systems
to successfully communicate.

Network – Identifies a machine as part of an overall network
architecture and provides mechanisms for connecting multiple
systems together.

Transport – Provides a means for transporting messages over the
network and connecting multiple networks together into an overall
network.

Session – Specifies protocols and messaging schemes that will
operate together for the fulfillment of a task in a session.

Presentation – Identifies the messaging and protocol
specifications necessary to display and represent information to the
user.

    

Network devices of all sorts operate at various levels of the OSI model. Many 
vendors target the middle of the OSI stack with a plethora of familiar devices 
including gateways, routers, switches, hubs, bridges, firewalls, and proxies. In 
effect, all of these kinds of equipment are network Intermediaries in that they 
facilitate communications between systems, but aren’t the end systems 
themselves. In the end, networking devices that follow the OSI model are 
oblivious to the specific application architecture running on the network, but 
instead concern themselves with the mechanics of communication. 

Existing network 
infrastructures are 
entirely unable to 
provide the data-level 
security that 
enterprises need. 
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The problem with the aging OSI model is the application layer. From the 
perspective of networking, the single application layer is sufficient to describe 
communications with applications. However, from the perspective of sending 
data over the network, far too much functionality is included in the application 
layer. As a result, the application layer actually consists of a number of individual 
data layers, including the following: 

! The description layer (WSDL) 

! The messaging layer (SOAP) 

! The transmission layer (XML) 

! The protocol layer (HTTP, SMTP, FTP) 

The fact that XML and the Web Services standards must operate at the 
application layer of the OSI stack poses a challenge, because all data-specific 
network traffic appears to be the same to lower-level devices. As such, 
companies need a new class of network devices to become aware not only of the 
network ports and IP addresses, but also of the content itself that is traveling 
across the network. In this regard, current firewall, router, proxy, and switch 
solutions are inadequate. Instead of being simply network-aware, these solutions 
must be data-aware. More specifically, they need to be XML-aware. They need to 
be able to inspect and understand XML traffic as it flows across the network and 
perform some sort of activity on the traffic, as policies dictate. 

Application layer processing, therefore, goes beyond the network-layer 
processing offered by traditional firewalls, routers, and load balancing solutions 
that operate at the middle of the OSI stack. For example, application layer 
security involves looking inside the content of the network traffic, and making 
authentication and authorization decisions for that content. Application layer 
security also addresses confidentiality—using encryption to keep messages 
secret. Other application layer processing operations include critical 
management, performance improvement, and transformation operations, as well 
as integrity, privacy, and audit functionality. Any company that wishes to 
exchange XML messages or Web Services calls, either across their network 
perimeter or on their internal network must understand how to implement 
application layer processing.  

New securiNew securiNew securiNew security standards and concernsy standards and concernsy standards and concernsy standards and concerns    

Traditional firewalls operate on the network layer and are packet-based: they 
understand the traffic that hits their ports in terms of the origin and destination 
of the packets, rather than the content of the messages contained in the 
packets. Some firewalls have some visibility into the content of the traffic they 
encounter in order to filter viruses and other harmful content, but these filters 
work simply by looking for recognizable patterns of bytes that indicate malicious 
content. Content in XML form, however, contains structure and meaning. XML 
traffic to or from Web Services can also contain instructions for internal systems 
within the enterprise. Traditional firewalls, however, are not able to distinguish 
when such traffic is malicious or unauthorized. 

Furthermore, due to XML’s human readable nature, it is particularly vulnerable to 
security compromises. As a result, any XML message, including SOAP messages, 
must be enhanced with security features including encryption, digital signatures, 
authentication mechanisms, and privacy controls. These features will further add 
to an XML message’s bulkiness. These developments have led to a new kind of 

Application layer 
security involves 
looking inside the 
content of the 
network traffic, and 
making 
authentication and 
authorization 
decisions for that 
content.  

Due to XML’s human 
readable nature, it is 
particularly 
vulnerable to security 
compromises. 
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content-aware solution known as an XML Firewall, which can intercept XML 
messages, parse them, and take the appropriate security actions based upon 
the content of those messages and the security policies in place in the 
enterprise. 

The shift from focusing on network layer security to application layer security that 
is aware of the content of messages is one of the many changes facing an 
enterprise as it implements Web Services and moves toward a Service-oriented 
architecture (SOA). In addition to the need for firewalls to be application and 
content aware, there are changes at the system level as closed, proprietary 
systems give way to open, loosely coupled systems. Closed systems with 
proprietary interfaces are relatively straightforward to secure; an administrator 
need only set up the users and their privileges, and the work is mostly complete. 
Securing open, loosely coupled systems, however, requires a much more 
sophisticated security approach, involving multiple administrators that support 
distributed users and systems. Different systems now have different policies and 
possibly different security mechanisms. As a result, administrators must manage 
security much more actively than was necessary in the closed model. 

As a result, the fundamental problem with securing Web Services is one of 
context. Security context is a set of information about the human user of an 
application, including the rules and policies that apply to that user, as well as 
information about the business process or transaction the user is currently 
participating in. When the user is separated from the Service, that context is lost. 
A single Web Service might expose functionality from several systems and 
applications, and in some cases, those applications may change over time. 
Therefore, the security context must be maintained across the entire IT 
infrastructure to ensure the appropriate security to the network of Web Services. 

Traditional distributed computing security was modeled by islands of security, 
which describe systems and users on isolated networks or subnetworks. The 
network acted as an island, with its own perimeter security, but users within the 
network were considered to be trusted. This “trusted vs. untrusted” dichotomy 
breaks down in a Service-oriented model, because users can access Services 
located on systems across one or more enterprises. The concept of trusted 
groups no longer has meaning; instead, enterprises must institute policies that 
apply to their entire enterprise network (including participants invited from 
outside), and administer that security in a tiered, or hierarchical fashion. 
Departments or other organizational groups may then have their own 
administrators, but those administrators may in turn be administered by a more 
senior admin at a higher level within the enterprise.  

Application Application Application Application Security and XMLSecurity and XMLSecurity and XMLSecurity and XML    

To understand the security issues facing organizations as they adopt XML, it’s 
essential to apply the principles of application security. Application security 
contains five basic requirements, expressed in terms of the messages sent 
between parties. Such messages include any kind of communication between 
the sender (party who wishes to access an application) and the recipient (the 
application itself). The six requirements for application level security are: 

! Authentication. The recipient of the message must be able to confirm 
the identity of the sender of the message. 

! Authorization. The sender of a message must be authorized to send the 
message. 

! Confidentiality. The contents of messages must not be available to 
unauthorized parties.  

Enterprises must 
institute policies that 
apply to their entire 
enterprise network. 

The security context 
must be maintained 
across the entire IT 
infrastructure to 
ensure the 
appropriate security 
to the Web Services 
network. 
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! Data integrity. The recipient of a message must be able to guarantee 
that a message hasn’t been tampered with in transit. 

! Nonrepudiation. The sender and the recipient must be able to guarantee 
that the sender sent and the recipient received the message, including 
the time the message was sent and the fact the recipient received only a 
single copy.  

! Operational defense. The system must be able to detect and guard 
against attacks by illegitimate messages, including XML Denial of 
Service (XDoS) and XML viruses, and must be operationally scalable with 
existing personnel and infrastructure. 

When securing XML and Web Services, companies should focus on 
authorization, confidentiality, and data integrity, as well as threat detection and 
defense. Authorization determines whether a user is allowed to perform the 
functions it requests or access requested data. Authorization is particularly 
important because of the need for tiered security administration in Service-
oriented environments. This situation is even more complex when multiple, 
heterogeneous systems are involved, either within an enterprise or across two or 
more companies. Every company will likely have its own security policies, in 
addition to its own authorization technology. Therefore, the ability to provide and 
administer authorization across multiple systems is a difficult problem that a 
Web Services specification known as WS-Security is intended to address. WS-
Security specifies an abstraction layer on top of any company’s particular 
application security technology (PKI, Kerberos, etc.) that allows such dissimilar 
infrastructures to participate in a common trust relationship.  

Confidentiality means that an unauthorized person cannot view or interfere with 
a communication between two parties. Trust infrastructures like the Public Key 
Infrastructure (PKI) and Kerberos use encryption to ensure that messages are 
kept confidential. PKI in particular can use encryption to protect the 
confidentiality of data both in transit and in storage. Virtual Private Networks 
(VPNs) and Secure Sockets Layer (SSL) can protect the confidentiality of 
messages between two endpoints, but neither secures the data in storage after 
it’s been received, or across intermediaries, because both SSL and VPNs are 
point-to-point techniques. Therefore, an SSL-encrypted message, for example, 
would have to be unencrypted at an intermediary, which opens a security hole.  

Unlike confidentiality, data integrity comprises two requirements: first, the data 
received must be the same as the data sent. In other words, data integrity 
systems must be able to guarantee that a message did not change in transit, 
either by mistake or on purpose. The second requirement for data integrity is 
that at any time in the future, it is possible to prove whether different copies of 
the same document are in fact identical. 

Preserving loose coupling while ensuring confidentiality data integrity, in a 
Service-oriented environment is particularly challenging, because of the 
constraints such requirements put on both the Web Service producers and 
consumers. Specifications like WS-Security and the Security Assertion Markup 
Language (SAML) are intended to address the issue of preserving loose coupling 
by providing standard ways for both ends of a secure Web Services message to 
participate in the various forms of application security. Simply complying with the 
standards, however, is not sufficient to guarantee loose coupling. Instead, 
enterprises that wish to handle application security in a Service-oriented manner 
must take advantage of an enterprise-wide, content-aware security 
infrastructure. 

When securing XML 
and Web Services, 
companies should 
focus on 
authorization, 
confidentiality, and 
data integrity as well 
as threat detection 
and defense. 

Specifications like 
WS-Security and the 
Security Assertion 
Markup Language 
(SAML) are intended 
to address the issue 
of preserving loose 
coupling by providing 
standard ways for 
both ends of a secure 
Web Services 
message to 
participate in the 
various forms of 
application security. 
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II.II.II.II.    Important XML Security QuestionsImportant XML Security QuestionsImportant XML Security QuestionsImportant XML Security Questions    
Understanding why increased XML traffic poses additional security risks to the 
enterprise is important for any IT organization that is planning their long-term 
XML strategy. Since there are so many elements to consider when securing 
loosely coupled, XML-based Web Services traffic, where is the best place to 
start? This section contains some key questions that any company should ask as 
they embark on their XML and Web Services planning. 

Isn’t SSL sufficient?Isn’t SSL sufficient?Isn’t SSL sufficient?Isn’t SSL sufficient?    

As the last section mentioned, Secure Sockets Layer (SSL) is a point-to-point 
protocol used to insure the confidentiality of messages in transit. SSL was 
certainly sufficient to meet the straightforward requirement to secure 
interactions between Web browsers and Web servers that utilized the stateless 
HTTP connection protocol. As a result, if confidentiality between two points in a 
message stream is the only issue, and if the message is going over HTTP, then 
SSL is probably a sufficient technology for securing such messages. However, 
such conditions are usually only true in a small number of situations. Whenever 
the security of particular parts of a message is important—say, when a Web 
Service request might ask for several pieces of information that have different 
levels of confidentiality, then SSL is inadequate. With SSL, the security of each 
message is an all-or-nothing proposition: either the entire message is secure, or 
not.  

In addition, because SSL is a point-to-point technology, once the receiving 
system decrypts the message, it is no longer secure. For situations where secure 
messages must pass from one intermediary to another, SSL is found lacking. The 
problem of intermediaries is especially important in the context of XML and Web 
Services, because the SOAP protocol is designed to support one or more 
intermediaries that can forward or reroute SOAP messages based upon 
information either in the SOAP header or the HTTP header. Therefore, there must 
be a way for the intermediary to read the part of the message that tells it what to 
do, without compromising the confidential payload of the message. However, 
technologies such as SSL prevent the effective functioning of these 
intermediaries.  

Finally, SSL works best over HTTP, the protocol of the Internet. While it is 
possible to secure other protocols with SSL, such implementations are 
infrequent, further limiting SSL’s applicability in the enterprise environment. 
Additionally, SSL can hide problems such as malicious embedded XML by 
encrypting the transport layer and making such XML impossible to spot. 

Is an application server sufficient?Is an application server sufficient?Is an application server sufficient?Is an application server sufficient?    

Whether an IT shop runs J2EE-based application servers or the .NET framework 
in a Windows environment, companies can resolve many security issues by using 
some of the technologies provided by their runtime application server platforms. 
In the Java environment, servlets and EJBs handle the production and 
consumption of XML, and those objects take advantage of the security 
infrastructure provided by the application server. Messaging technologies like 
JMS and MQ also take advantage of the security provided by the platforms that 
support them. Similarly, in the Windows/.NET environment, applications can take 
advantage of the security built into Windows. The application servers become 
impractical as the security layer due to their location in the network, the cross-
platform nature of SOAs and Web Services, and the implications of high network 
XML traffic on application server performance.  

With SSL, the security 
of each message is 
an all-or-nothing 
proposition: either the 
entire message is 
secure, or not.  
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Application servers by themselves are inadequate to handle loosely coupled 
security in a heterogeneous IT environment because of the role that they play in 
the network—as a centralized execution and transaction management platform. 
The XML security issue centers on the fact that XML processing is essentially 
distributed throughout the network, with XML processing tasks typically by 
different applications and systems. Some of the security issues occur at the 
network perimeter, while others arise at various application interfaces. While 
most of today’s newest application servers support Web Services protocols, and 
are thus at least theoretically interoperable with other applications in 
heterogeneous environments, they are not well suited for situations that require 
a distributed security infrastructure, because of their essentially centralized 
architecture. 

What about enterprise identity management?What about enterprise identity management?What about enterprise identity management?What about enterprise identity management?    

Identity management is especially important to securing Web Services because it 
maintains the security context across a network of distributed systems and 
applications. Identity management is a set of processes for the creation, 
maintenance, and use of identities and their attributes, as well as credentials 
and entitlements, plus a supporting infrastructure for managing those identities, 
attributes, credentials, and entitlements. Identity management solutions typically 
offer directory services that provide an authoritative identity repository that 
contains people, organizational units, groups, and roles. The identity 
management solution then provides authentication and authorization based on 
the identity information stored in the directory, leveraging user attributes such as 
roles and groups.  

Most identity management systems contain a centralized repository of identity 
and policy information that every application can access. For example, when the 
user logs into a corporate portal, the portal authenticates that user via the 
identity management system, and creates a token that identifies that user and 
the privileges that user has. That token then remains with the user request as it 
traverses the network. When any applications receive the request, the token 
provides the context for that request, which those applications use to validate 
the request within the identity management system. 

For an identity management system to scale properly in the enterprise 
environment, it must have both a centralized Policy Decision Point (PDP) as well 
as distributed Policy Enforcement Points (PEP). The PDP acts as the centralized 
policy store, while the PEPs enforce those policies at the endpoints, which can 
either be at the network perimeter, or at the interfaces to the various 
applications that the identity management system is securing. When an 
application speaks XML, then, the PEPs can in fact be XML firewalls, located at 
both application interfaces as well as at the network perimeter. Without such 
PEPs, enterprise identity management solutions are typically unable to secure 
XML traffic. 

III.III.III.III.    Selecting an XML Security Solution Like Reactivity’sSelecting an XML Security Solution Like Reactivity’sSelecting an XML Security Solution Like Reactivity’sSelecting an XML Security Solution Like Reactivity’s    
What, then, are the criteria for deciding whether an XML firewall or some other 
solution is appropriate for the particular XML security needs of the enterprise? 
The following chart provides some guidance for IT shops looking to solve the 
range of issues required for successfully addressing XML and Web Services 
security challenges. 
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Challenge: preventing malicious or unauthorized XML and XML denial of Challenge: preventing malicious or unauthorized XML and XML denial of Challenge: preventing malicious or unauthorized XML and XML denial of Challenge: preventing malicious or unauthorized XML and XML denial of 
service attacksservice attacksservice attacksservice attacks    
! Solution: Place an XML firewall at the edge of the network and integrate 

it with the existing security infrastructure.  
    
Challenge: establishing and enforcing enterprise IT XML and Web Services Challenge: establishing and enforcing enterprise IT XML and Web Services Challenge: establishing and enforcing enterprise IT XML and Web Services Challenge: establishing and enforcing enterprise IT XML and Web Services 
security policiessecurity policiessecurity policiessecurity policies    
! Solution: Implement an XML and Web Services security solution that 

leverages enterprise identity and access management infrastructure 
and includes role-based administration, comprehensive policy lifecycle 
management, and integration with other security infrastructure. 

    
Challenge: instantly identifying and resolving XML security issuesChallenge: instantly identifying and resolving XML security issuesChallenge: instantly identifying and resolving XML security issuesChallenge: instantly identifying and resolving XML security issues    
! Solution: Implement a Web Services security solution with configurable, 

exportable and secure logs that can be shared between developers, 
partners, and auditors. 

    
Challenge: balancing security, performance, and manageability Challenge: balancing security, performance, and manageability Challenge: balancing security, performance, and manageability Challenge: balancing security, performance, and manageability     
! Solution: Include hardware-based XML firewalls in a complete IT security 

infrastructure. Hardware-based network appliances are self-contained, 
easily operated by existing personnel and fit into racks in the data 
center, reducing manageability overhead while increasing performance. 

 
Challenge: maximizing the speed of provisioning new partners,Challenge: maximizing the speed of provisioning new partners,Challenge: maximizing the speed of provisioning new partners,Challenge: maximizing the speed of provisioning new partners, Services and  Services and  Services and  Services and 
customerscustomerscustomerscustomers    
! Solution: Implement a Web Services security solution that offers turnkey 

integration with existing infrastructure and development platforms, 
combined with comprehensive and detailed logging information with 
trace and debug functions to ensure collaborative problem solving. 

    
Challenge: maximizing network throughput Challenge: maximizing network throughput Challenge: maximizing network throughput Challenge: maximizing network throughput     
! Solution: Install an XML firewall that is optimized for the enterprise’s 

traffic profile including rate and size of messages, as well as complexity 
and number of policies with optimized policy enforcement to ensure 
early failures with minimal overhead. 

Reactivity’s SolutionReactivity’s SolutionReactivity’s SolutionReactivity’s Solution    

The Reactivity XML Firewall is a content-aware appliance that typically sits at the 
edge of the corporate network, securing message flow among distributed 
applications. It performs threat defense, authentication, authorization, auditing, 
XML validation and routing of messages. Reactivity’s latest model, the Reactivity 
XML Firewall 2300, offers the following capabilities: 

! Threat Defense –The XML Firewall 2300 protects against malicious or 
accidental XML denial-of-service attacks, back-end server attacks and 
threats from malformed XML, including entity expansion, command 
execution, SQL injection attacks and XML viruses. 

! Security Policy Management – The XML Firewall dynamically defines 
security policies on a per-Service, per-partner or per-transaction basis, 
and includes policy archiving and rollback. This capability allows the XML 
Firewall to additionally serve as a Policy Enforcement Point for an 
identity and access management solution. 

! Administrative Tools – Reactivity provides role-based administration 
capabilities, including a dashboard user interface with a Web Services 
health monitor, detailed audit and message logs, log event viewer with 
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drill-down details, SMNP event reporting and notification, policy 
validation and analysis, and straightforward policy rollback. 

! Traffic Throughput – The XML Firewall maintains low-latency service 
even under difficult traffic conditions, handling multiple messages of 
different sizes with different priorities all arriving simultaneously and 
requiring the application of different security policies. 

! Standards Support – The Reactivity XML Firewall supports all the core 
XML and Web Services standards, and many of those that have yet to 
become approved or widely adopted. It supports HTTP at the transport 
layer, XML at the content layer, RPC requests and parameter passing at 
the function layer, and a wide range of data layer validation standards 
including WS-Security 1.0 and SAML 1.0 and 1.1. 

Reactivity offers many of the features that enterprises need from an XML firewall 
in an easily deployable form-factor. Reactivity is one of the fastest to deploy and 
its management console is powerful, manageable, and flexible. Unlike 
competitors who offer management platforms in addition to their XML firewalls, 
Reactivity has chosen to focus all its efforts on building an XML firewall that 
meets the XML and Web Services security needs of today’s enterprises. 

IV.IV.IV.IV.    Putting It All TogetherPutting It All TogetherPutting It All TogetherPutting It All Together    
The Reactivity XML Firewall serves a critical role within an enterprise’s IT 
infrastructure. Figure 3 below illustrates how such an XML firewall relates to 
other elements of the infrastructure. 

The red bars indicate network firewalls, delineating the DMZ between them. 
Messages over various protocols may cross the external firewall and reach the 
XML firewall. By accessing the identity and policy stores maintained by the policy 
server, the XML firewall makes policy-based decisions on the traffic. The XML 
firewall then routes the traffic as appropriate, possibly to a policy server that 
might be acting as a Web Services management point. Crossing the inner 
firewall, messages then may reach an application server or possibly a legacy 
application. The policy server also serves to secure those back-end systems. 

Reactivity is one of 
the fastest to deploy 
and its management 
console is powerful, 
manageable, and 
flexible. 
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Figure 3: The XML Firewall EcosystemFigure 3: The XML Firewall EcosystemFigure 3: The XML Firewall EcosystemFigure 3: The XML Firewall Ecosystem    
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XML firewalls like Reactivity’s, therefore, form an essential, integral part of any IT 
infrastructure that must deal with XML messages crossing the corporate 
boundary. Network firewalls are not aware of the content of the messages 
crossing their ports, and are thus wholly inadequate to secure the XML traffic an 
enterprise receives, or respond to a range of XML-related attacks. Furthermore, 
for any organization implementing or planning to implement and enterprise 
identity management solution, and XML firewall can extend the capabilities of 
that solution to the XML traffic that the enterprise is likely to encounter. 

XML firewalls like 
Reactivity’s form an 
essential, integral 
part of any IT 
infrastructure that 
must deal with XML 
messages crossing 
the corporate 
boundary. 
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