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AbstractAbstractAbstractAbstract    
eProvisioning describes the process of identifying and allocating 
resources to users with business needs, including employees, 
customers, business partners, and contractors. Increasingly XML is 
being used to solve this problem, and Business Layers has both a 
product and proposed specification called Active Digital Profile (ADPr) to 
meet these needs. 
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eProvisioning  DefinedeProvisioning  DefinedeProvisioning  DefinedeProvisioning  Defined    
 

Based in Rochelle Park, NJ, Business LayersBusiness LayersBusiness LayersBusiness Layers is solving a familiar problem in most companies 
– granting employees and other resources access and provisioning to the tools they need to 
be productive. This process is called “eProvisioning”, and increasingly XML is being used to 
solve this problem. Of course, where XML is, standards are sure to follow, and the Active Active Active Active 
Digital ProfileDigital ProfileDigital ProfileDigital Profile (ADPr)(ADPr)(ADPr)(ADPr) fills this need. 
 
eProvisioning describes the process of identifying and allocating resources to users with 
business needs, including employees, customers, business partners, and contractors. These 
resources are “digital assets” such as e-mail and network accounts, access to enterprise 
software systems, VPNs, firewalls, telephone lines, and computer devices. However, there 
doesn’t exist a common API to get the job done on these very different systems. Each system 
has its own way to manage users and resources and can include file systems, passwords, 
digital certificates, and physical device provisioning.  In addition, many of these systems are 
quite complex and involve many components that can be physically and logically distributed 
across multiple networks and geographies.  
 
The goal of eProvisioning is that an enterprise will be able to add new human resources to 
their organization and provide an instant means to get them “up and running” in a minimal 
amount of time and following a pre-arranged procedure that is followed every time that user is 
added. Business Layers supplies technology to make eProvisioning a reality, but it is up to the 
industry to create a standard that can be used for universal provisioning a reality instead of a 
promise. 

 
The Active Digital Profile (ADPr)The Active Digital Profile (ADPr)The Active Digital Profile (ADPr)The Active Digital Profile (ADPr)    
 

The Active Digital Profile (ADPr) Initiative meets this need by providing an XML specification 
for standardizing interfaces that provision resources across devices, applications, services, 
and enterprises. ADPr supports the allocation and confiscation of resources to people in an 
organization as their needs and relationships shift over time. This means that ADPr can be 
used for resource allocation to employees as well as contractors, partners, and vendors 
external to an organization that have needs for internal corporate resources.  
 
A similar sort of effort was developed and precedent for this sort of enterprise standardization 
was set in the late 1980s in the network management system (NMS) market. The Simple 
Network Management Protocol (SNMP) provided a simple means for managing network 
devices. Prior to the development of SNMP, each vendor provided its own means for device 
administration. This meant that tools that were interested in interacting with these systems 
had to build individual, proprietary connectors. SNMP provided a standard means for 
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accessing and making changes to network device configuration. In much the same way, ADPr 
hopes to provide a standardized means for accessing and making changes to system 
resources used by business users.  
 
 The ADPr specification contains functionality for authentication and authorization and a 
means for identifying the user and their terms of usage including employment agreements, 
contracts, SLAs, organizations, and domains. The system also defines the tasks and 
associated data that can be accessed by these individuals in the context of their overall 
business relationship. The Business Layers product line is built on the ADPr specification, and 
their SDK runs the XML-based ADPr specification over the secure web protocol HTTPS. Since 
ADPr can run over well understood protocols such as HTTP, it can be very well understood by 
network administrators and internal IT staff. 
 
The ADPr specification is an “action-oriented” message format that not only specifies a profile 
for a user, but provides instructions for how that user and resources are to be handled by 
specific systems. The specification contains a requestor and the context in which it is valid, 
and bounding conditions such as credentials and the authority to execute request. The 
specification then calls for one or more requests to be made against an individual target 
platform (rather than against multiple systems in one call). Each request is for a specific 
activity such as “ADD this user” or “GRANT this permission”. The ADPr wrapper states how to 
process the payload contained within, and contains execution, reporting control, and some 
minor workflow. The payload also specifies what conditions must pre-exist at the system in 
order for the statement to be executed as well as final target conditions once the request has 
been completed.  

 
Difference with Directory ProtocolsDifference with Directory ProtocolsDifference with Directory ProtocolsDifference with Directory Protocols    
 

While directory access protocols such LDAP and its XML-enabled cousin DSML address the 
repository in which this information may be contained, they are not specifications for 
executing changes and additions to administrative features of multiple systems. ADPr may get 
its initial source of information from LDAP or DSML, but this is not a requirement. Rather, the 
specification merely indicates the changes and modifications that need to be made to 
systems. These other formats are ways of querying from directories and are not meant to 
interact with non-directory systems such as email and legacy systems. If an ADPr-compliant 
system needs to query directories in order to complete its task, then the querying of those 
directories is done with a protocol such as DSML. Once the information is queried, the 
resource requests are made using the ADPr standard.  

 
Adoption and Directions for ADPrAdoption and Directions for ADPrAdoption and Directions for ADPrAdoption and Directions for ADPr    
 

ADPr is very much in its early stages at the moment, and the organization is looking to gain 
more adoption and participation in the standards creation, maintenance, and implementation 
process. Currently, they are looking to get the protocol “road tested”, and hope to later submit 
the specification to forma standard body such as OASIS. Currently, the standards process is 
very much “ad-hoc”, with the specification available for review on the ADPr website. However, 
Business Layers is seeking a more formalized process and plans to set up a face-to-face 
meeting for ADPr interested organizations by September 2001. Those interested in this 
specification and in eProvisioning should contact Business Layers for more information on 
how to participate.  

 
Business Layers eProvisionwareBusiness Layers eProvisionwareBusiness Layers eProvisionwareBusiness Layers eProvisionware    
 

The Business Layers product line consists of “ eProvisionware” that automates core 
provisioning and workflow activities, transforming traditional business processes into 
dynamic, flexible “e-processes.” The product line consists of two major products: eProvision 
Day One and eProvision Studio.  



ZapThink ZapNote: Business Layers: ADPr  August, 2001   

Copyright © 2001, ZapThink, LLC  4 

ZapThink, LLC " 11 Willow Street, Suite 200 " Waltham, MA 02453 " info@zapthink.com " www.zapthink.com

 
eProvision Day One converts directory-based information into Active Digital Profiles (ADPr) 
using a business-oriented IT workflow to dynamically connect business users to the 
appropriate IT resources and services including access names and passwords, e-mail and 
network accounts, groupware, productivity applications, VPNs, firewalls, telephone lines, ASP-
based services, PCs and notebooks, and cellular phones among other resources. The system 
provides links to legacy and ERP applications and systems & network management tools. As 
changes occur when people move throughout the business cycle, the product records 
changes to name, location, and status while dynamically updating provisioned resources. 
When the cycle ends, assigned resources are systematically, securely and automatically 
removed. 

 
The eProvision Studio is a Software Development Kit (SDK) that makes it easy to create and 
test new eProvision Modules (ePMs). The eProvision Studio SDK eliminates the need to install 
eProvision Day One by accurately simulating the product’s behavior. The system enables 
access to the eProvision Day One system from remote servers, synchronizes user account 
data between business applications and the eProvision Day One software, creates a custom 
interface to the eProvision Day One system that bypasses the software’s standard web-based 
interface, initiates business changes that affect digital resources through specific business 
applications, reviews and modifies IT and user profiles, modifies existing ePMs, and includes 
an extensive test utility.  

 
Key CKey CKey CKey Conclusions & Recommendationsonclusions & Recommendationsonclusions & Recommendationsonclusions & Recommendations    
 

• Companies seeking a specification for employee provisioning should investigate the ADPr 
specification and related products by Business Layers for applicability 

• Business Layers and other groups will work towards integration with emerging directory 
formats, thus maintaining investment in directory systems. 

• It is unclear how ADPr will interact with Web Services directories and registries such as 
UDDI and ebXML repositories. 

 
 

Profile: Business LayersProfile: Business LayersProfile: Business LayersProfile: Business Layers    (August, 2001)    
Date Founded: 1999 
Funding: Privately-held, Venture-backed:  

Ascent Venture Partners, Canaan Partners, Formula Ventures, 
Gemini Israel Funds, Israel Seed Partners, Novell, Garage.com, 
Shlomo Kramer, Yigal Jacobi 

CEO: Izhar Shay 
Products: 

• eProvision Day One 
• eProvision Studio 

Specifications: 
• Active Digital Profile (ADPr) 

Address: 
365 West Passaic Street  
Rochelle Park, NJ 07662 

URL: 
Business Layers Website: www.businesslayers.com  
ADPr website: www.adpr.com  

Main Phone: +1 (201) 291-8999 
Contacts: 

Drew Minder drew@middleberg.com  
Adrian Viego adrianv@businesslayers.com  
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Related ResearchRelated ResearchRelated ResearchRelated Research    
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About ZapThink, LLCAbout ZapThink, LLCAbout ZapThink, LLCAbout ZapThink, LLC    
 

ZapThink is an IT market intelligence firm that provides trusted advice and critical insight into 
XML, Web Services, and Service Orientation. We provide our target audience of IT vendors, 
service providers and end-users a clear roadmap for standards-based, loosely coupled 
distributed computing – a vision of IT meeting the needs of the agile business. 

ZapThink’s role is to help companies understand these IT products and services in the context 
of SOAs and the vision of Service Orientation. ZapThink provides market intelligence to IT 
vendors who offer XML and Web Services-based products to help them understand their 
competitive landscape and how to communicate their value proposition to their customers 
within the context of Service Orientation, and lay out their product roadmaps for the coming 
wave of Service Orientation. ZapThink also provides implementation intelligence to IT users 
who are seeking guidance and clarity into how to assemble the available products and 
services into a coherent roadmap to Service Orientation. Finally, ZapThink provides demand 
intelligence to IT vendors and service providers who must understand the needs of IT users as 
they follow the roadmap to Service Orientation. 

ZapThink’s senior analysts are widely regarded as the “go to analysts” for XML, Web Services, 
and SOAs by vendors, end-users, and the press. They are in great demand as speakers, and 
have presented at conferences and industry events around the world. They are among the 
most quoted industry analysts in the IT industry. 

ZapThink was founded in October 2000 and is headquartered in Waltham, Massachusetts. Its 
customers include Global 1000 firms, public sector organizations around the world, and many 
emerging businesses. ZapThink Analysts have years of experience in IT as well as research 
and analysis. Its analysts have previously been with such firms as IDC and ChannelWave, and 
have sat on the working group committees for standards bodies such as RosettaNet, UDDI, 
CPExchange, ebXML, EIDX, and CompTIA. 

Call, email, or visit the ZapThink Web site to learn more about how ZapThink can help you to 
better understand how XML and Web Services impact your business or organization. 
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