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Abstract 
ZapThink considers runtime SOA governance a requirement of 
successful SOA, greatly increasing the chances that the SOA 
implementation will have business value. Indeed, the lack of adequate 
runtime SOA governance greatly reduces the chances of success. The 
ability to create and monitor policies, manage performance, secure the 
system, and provide self-healing mechanisms means the SOA 
implementation will provide ongoing value through productivity benefits.  
 
However, most SOA stack vendors do not address many of the key 
requirements of SOA, including solution patterns around runtime SOA 
goverance.  Considering this limitation, it’s important to address these 
issues with the proper technology, leveraged in the proper way. Thus, 
the purpose of this paper.   
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I. No One-Stop Shopping for SOA 

Service-Oriented Architecture (SOA) is a complex undertaking and the 
technology solution you leverage for your end state architecture should match 
your requirements, now and into the future. However, many organizations do 
not completely understand their own requirement patterns, and thus create 
SOA solutions that are suboptimal, or, worse, don’t work at all. Core to this 
issue is the lack of an operational-ready runtime SOA governance solution that 
is systemic to existing SOA platforms such as those that IBM, Oracle, BEA 
Systems (now part of Oracle), and SAP offer. Thus, while many people assume 
that core runtime governance capabilities exist, they find out too late that the 
runtime governance features that come with the platform don’t provide the 
features required to operate the solution in an ongoing, high performance 
manner.  

While many architects look to a single vendor to provide one-stop shopping for 
a SOA solution or platform, the truth is that SOA problem domains require 
custom solutions from many vendors, mixed and matched to address unique 
architectural requirements. If you leverage a SOA platform, you may find that 
many of the components are not a good fit, and you’ll need to leverage other 
SOA technologies to create a solution that will drive the business agility you’re 
seeking, and thus the value of the architecture. 

In this paper we’ll address the shortcomings of leveraging a single platform for 
your SOA solution, focusing on the need for operational-ready runtime 
governance which is missing from many platforms. We’ll focus on the notion of 
runtime SOA governance, operational effectiveness, the value of SOA 
governance, and address each SOA platform, including limitations and 
opportunities for augmentation. 

II. Understanding Runtime Governance  

Just as an airport needs a good air traffic control system, SOA needs a good 
runtime SOA governance approach and supporting technology. The use of 
runtime SOA governance ensures that the underlying Services will perform as 
required to support the applications and composites. In essence, runtime SOA 
governance monitors the SOA to make sure that it’s flying in the right direction, 
with the proper amount of safety. However, organizations not only require the 
monitoring of systems, but also the active control of those systems—in 
essence, the ability to react to system changes in a manner that approaches 
real time.    

There are a few core components to runtime SOA governance that you need to 
consider, as shown in the figure below. They include: 

 Discovery 

 Policy Management 

 Performance Management 

 Business Transaction Management  

 Diagnosis and Remediation 

 Security 

 Validation of Changes. 

SOA problem 
domains require 
custom solutions 
from many vendors, 
mixed and matched 
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Foundation of Runtime SOA Governance 

 
Source: ZapThink LLC 

Discovery 

Most SOA implementations are made up more of existing Services than new 
ones. As a result, a key SOA requirement is that you learn how to discover and 
leverage existing Services. A whole range of capabilities and application 
components already exist within the enterprise, and so it’s a matter of 
discovering those Services within the existing enterprise applications, 
application servers, and even middleware, and understanding where they need 
to exist within the context of SOA. By creating an inventory of available 
capabilities, architects gain greater visibility into what’s available and where 
gaps may exist. The inventory leads to more effective design, reuse, Service 
composition, and ultimately to more streamlined development and more 
manageable Service networks. 

But it’s not enough just to find the applications running in your network. You 
also need to know how they communicate or, in other words, how the 
applications are wired together. Application dependencies in the runtime 
environment are often quite different from the diagrams on the architect’s 
desk. To gain an understanding of the Service network as it truly exists, it’s 
critical to gain a comprehensive view of the applications as they are actually 
integrated in the runtime environment. Another important part of discovery is 
uncovering rogue Services and rogue dependencies among Services, which 
may not appear in the registry. Such rogue Services typically don’t have the 
appropriate policies in force. 

Policy Management 

The core purpose of policy management is to set parameters for the use of 
Services within a SOA, and then enforce those parameters. For example, a 
policy that states that a particular Service can only run in conjunction with 
another set of Services, or at a particular time of day. In the world of runtime 
SOA governance, you need to consider a few important factors, including the 
ability to leverage a policy library, the ability to provision policies, the able to 
change the policies, the ability to manage to policies, and the ability to 
integrate with existing SOA solutions. 

The policy management solution should provide pre-built policies contained 
within the runtime SOA runtime governance solution, as well as the ability to 
add and edit policies. The use of pre-built policies allows you to leverage 
policies created for your particular business, and develop only the policies that 
you need. Provisioning means that you’re able to establish criteria for policy 
provisioning, and then the policies can be applied to runtime Service 
management, in some cases using a range of criteria including Service 
lifecycle, operating system, application, or composites.  
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In addition, you should make sure your policy management systems can adapt 
to the change that SOA implementations expect, which means that you need 
the ability to view the policy, including which policies are linked to which 
Services. Moreover, you must also make sure you have the ability for the 
runtime SOA governance solution to integrate with registries and repositories, 
existing or new. This integration automates the movement of design and 
runtime information between sources supporting design, development, testing 
and deployment.   

Performance Management 

SOA implementations must always perform to meet the needs of the business, 
and performance is both an engineering exercise and a management 
challenge. In fact, the performance of a SOA implementation is dependent 
upon so many variables that it’s difficult to consider them all at design time 
and runtime.  

There are two core factors here, namely availability and performance: 

 Availability refers to the ability for all relevant systems supporting the 
SOA implementation to remain active, and thus support business 
processes across many different systems. Consider that an entire 
process will stop if a single Service is not responding.  

 Performance refers to the ability for all relevant systems to respond in 
a timely manner. To support the business processes, each system 
should provide their Services within a specific time limit, thus the 
entire process will perform well.  

In addition, the SOA governance systems should manage Service Level 
Agreements (SLAs) to ensure that the Services in production will live up to 
minimal standards of performance. The use of SLAs establishes clear 
parameters that the SOA governance solution can manage.  

Business Transaction Management  

Traditional IT teams have not had the visibility they need to efficiently manage 
composite applications or end-to-end transactions. In fact, business 
transactions spanning multiple systems and Services have the potential to fail 
at certain points in their flows. Some of the existing limitations include the lack 
of end-to-end visibility across distributed transactions, and the inability to 
visualize and analyze business aspects of transactions. Moreover, there is a 
lack of end-to-end performance management, and it’s difficult to locate 
performance bottlenecks and the causes of errors. 

Existing approaches to transaction management have been primitive, including 
using logs, or e-mailing, and paging IT staff to fix issues. The lack of transaction 
management is costing IT and the business more than it should. Thus, the use 
of a runtime SOA governance system that is transaction-aware is a huge 
improvement over existing approaches. This technology is able to manage 

Thank you for reading ZapThink research! ZapThink is an IT advisory and analysis firm that provides trusted 
advice and critical insight into the architectural and organizational changes brought about by the movement to 
XML, Web Services, and Service Orientation. We provide our three target audiences of IT vendors, service 
providers and end-users a clear roadmap for standards-based, loosely coupled distributed computing – a vision 
of IT meeting the needs of the agile business. 
 
Earn rewards for reading ZapThink research! Visit www.zapthink.com/credit and enter the code AMBERGOV. 
We’ll reward you with ZapCredits that you can use to obtain free research, ZapGear, and more! For more 
information about ZapThink products and services, please call us at +1-781-207-0203, or drop us an email at 
info@zapthink.com. 
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abstract transactions that may span many Services and systems. As a result, 
the technology manages those Services as stand-alone, or a part of a larger 
transactional collection or composite. 

Diagnosis and Remediation 

Availability is essential to loose coupling, and is thus a core objective of SOA, 
and the best way to maintain availability is to provide a self repair capability. 
The result is a SOA that has much greater uptime, and thus more value for the 
business. The fact of the matter is that things go wrong, and you need to 
actively look for issues within the SOA implementation and correct them 
automatically when you can. Thus, a diagnosis and remediation system that’s 
part of the SOA governance solution is a core requirement. The purpose of this 
mechanism is to first determine that there is a problem, and then ideally 
correct the problem, or at least alert an administrator that the problem exists. 
For example, if a Service becomes unavailable, the mechanism creates an 
alarm condition, and then attempts to restart the Service. If the Service cannot 
be restarted, it then alerts a human that additional steps are required.  

Moreover, it’s important that the runtime SOA governance solution is able to 
validate the operations of any Service that is core to the architecture, ensuring 
that the Services have not changed and are up and functioning. Thus, it’s 
essential to detect and manage changes to Services during runtime 
operations. For example, in many instances, SOA implementations leverage 
third-party Services that exist outside of the company, or perhaps they leverage 
Services that are bound to a packaged software product. Such software 
systems can change without prior notification, and thus Service validation 
becomes a critical requirement. 

Typical runtime SOA governance technology provides a runtime governance 
policy manager that is able to place validation policies against Services under 
management. This validation policy ensures that the Services are valid and 
functioning properly. If not, policies are put in place that can take corrective 
action. In order to monitor the health of the SOA implementation, the runtime 
SOA governance system should leverage auditing and logging, tracking the 
operations of the SOA implementation at levels of detail productive for 
operations. The collection and storage of this information is policy-based and 
independent of the Services that make up the applications, processes, or 
compositions. Thus, you can alter what you log at any time, without having to 
change the core application. In essence, the logging and the application are 
loosely coupled. 

Security 

Runtime SOA governance solutions provide mechanisms for Services to 
operate in a secure environment. While there are other ways to address 
security, there is a clear need for security within the context of SOA 
governance. The fact that SOA implementations typically leverage distributed, 
loosely coupled systems drives this requirement.  

The changing nature of Web Services standards complicates the SOA security 
challenge, requiring architects to adjust their security approaches and 
mechanisms accordingly. Moreover, the widely distributed nature of SOA 
means that many of the systems are heterogeneous, and thus out of 
centralized or direct control. Considering the distributed nature of SOA, you 
should also consider the fact that a single business process or transaction will 
interact with any number of distributed systems, meaning that a centralized 
control mechanism is even more important. 

Runtime SOA 
governance tech-
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Finally, you need a security solution that’s able to provide synergy with existing 
directories and other infrastructure, including the LDAP/Active directory and 
the ability to identify management systems. The runtime SOA governance 
system should also provide policy-based enforcement of pre-established 
security constraints. Moreover, the runtime SOA governance system needs to 
consider real-time information on the state of current and pending 
enforcement actions. What’s key here is that this type of enforcement is 
proactive, monitoring the Services and their adherence to security policies in 
real time. This system will let you know when Services stray in insecure 
directions. 

Validation of Changes 

Services are dynamic parts of SOA and will evolve over time. It’s important, 
therefore, to validate these Services as they change, ensuring that the 
Services are able to meet the expectations of the architecture. It’s the job of 
this SOA validation system to determine which Services have changed, and 
validate those Services as to form and function before they are placed into 
production. Likewise, it’s the job of the runtime SOA governance system to 
monitor the Services under management, look for change, and then validate 
the Services that have changed. It’s is not unusual for a Service to change a 
dozen times in a year. Effective validation enables organizations to test 
changes to Services and policies in real-world scenarios by capturing the 
production traffic and replaying it in a staging environment. The only 
alternative to such validation is taking a changed Service or policy into 
production and simply hoping that it works properly. 

III. Considering Heterogeneity  

Clearly, leveraging a functional SOA implementation in a heterogeneous 
environment is central to the challenge of implementing SOA. In many cases, a 
SOA implementation will span more than a dozen different systems, from 
mainframes to UNIX servers, from Windows Vista to mobile devices. There are 
both risks and opportunities when considering heterogeneity. 

The value of heterogeneity is that you can leverage the best systems 
(operating systems, development systems, integration Services, databases, 
etc.) as needed for the particular problem you’re looking to solve. Indeed, there 
is no one stop shopping for SOA. Solution patterns and technology will 
naturally vary from one implementation to the next, and they will almost always 
be heterogeneous. 

There are a few things to think about when considering heterogeneity. First, 
that so many different components mean things will naturally be more 
complex. Second, that a centralized runtime governance system is a clear 
necessity. The use of SOA governance in widely distributed and heterogeneous 
environments provides centralized control. SOA administrators will need this 
central control to provide a common abstraction layer for management of all 
Services that span the wide variety of systems. Thus, you can deal with any 
number of systems through a single management layer that’s able to deal with 
performance, security, policy management, etc., as well as abstract the SOA 
governance user from the complexities of the underlying system. In essence, 
the management layer allows administrators to effectively manage very 
different systems as if they were experts in all of them, as shown in the figure 
below. 

There is no one stop 
shopping for SOA. 
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Runtime SOA Governance Effectively Manages Heterogeneity 

 
Source: ZapThink LLC 

Operational Value of Runtime SOA Goverance 

When considering the value of runtime SOA governance, you must first look at 
the business case, or return on investment. Operational productivity is perhaps 
the biggest variable. Operational productivity as related to the cost to the 
business is really around the cost of lost productivity due to limitations of the 
infrastructure. As a rule of thumb, you can consider the cost of lost productivity 
to be a percentage of a relative value of revenue. For example, if we’re looking 
at a company that makes over 100 million dollars per year, then the value of 
the business is about $50,000 per production hour. 

So, considering that 65% operational productivity as related to the efficiency of 
the current IT infrastructure is typical, and the addition of a SOA governance 
system can provide 15% more productivity by making the IT architecture better 
managed, controlled, and more resilient, than we can say that the $50,000 
per production hour at 65% operational productivity moves to about $55,000 
at 80% percent operational productivity. Thus we have an increase in average 
productive hours of about 10%, which adds up to over ten million dollars per 
year, for this example.  

Core to this analysis is the business benefit for runtime SOA governance, and 
thus the business driver behind this technology. Using this driver, it’s easy to 
create a business case that both the approach and the technology are 
important to the bottom line. Business managers will need some proof of this 
conclusion, so it’s helpful to provide key metrics after implementation at 
specific points in time.  

While this improvement seems dramatic, the fact of the matter is that if the 
business gathers the proper data points, it is indeed able to improve 
operational productivity through the use of SOA governance. However, 
remember that all businesses are not created equal, and thus the degree of 
improvement will vary from business to business. Architects must adjust the 
metrics and models accordingly. 

IV. AmberPoint: Runtime SOA Governance for SOA Platforms 

AmberPoint is one of the industry’s leading providers of runtime SOA 
governance solutions. With AmberPoint, enterprises implementing Services-
based applications can realize the potential of flexible, standards-based 
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systems. They can better understand system behavior and implement policies 
that automate performance management, remedy exceptional conditions and 
uphold security. Customers don’t require special coding of the Service 
interfaces or message tags. AmberPoint’s non-invasive architecture allows SOA 
systems to evolve and grow without constant recoding to system components. 

AmberPoint’s runtime governance solutions extend across the entire SOA 
stack, from client applications to the back-end system components, and 
across all types of message and transport protocols. They provide visibility into 
and control of virtually any type of component, including hardware appliances, 
transport protocols, and home-grown solutions. In addition to ensuring the 
health of SOA composite applications and their constituent components, 
AmberPoint monitors and manages transactions flowing across increasingly 
complex, heterogeneous systems. 

AmberPoint has forged deep partnerships with other pioneers in the SOA field, 
including all the major platform vendors. AmberPoint has joint-development, 
distribution, OEM and reselling agreements in place with such industry leaders 
as Microsoft, IBM SAP, BEA Systems (now Oracle), TIBCO, Software AG and 
others. These alliances ensure ongoing integration and support, end-to-end 
visibility and control, and closed-loop governance capabilities. AmberPoint’s 
software runs natively in both .NET and Java, enabling organizations to fully 
leverage the capabilities and performance advantages of the leading SOA 
platforms while preserving a distributed environment. 

Most SOA platform vendors who offer soup-to-nuts SOA capabilities, including 
runtime SOA governance, may need augmentation with more holistic and 
powerful runtime SOA governance solutions than come inside the box. Indeed, 
the larger players, such as SAP, Microsoft, Software AG, IBM, Oracle/BEA, 
TIBCO, and JBoss fall into this camp.  

While the features and functions of each platform may vary from vendor to 
vendor, they typically have common features, including: 

 Service development 

 Service testing 

 Service deployment 

 Service integration (ESB) 

 Service repository 

 Design time and runtime SOA governance  

While most of these platforms do provide some runtime SOA governance 
capabilities, typically they are not as complete and as interoperable as those 
SOA runtime governance solutions that focus specifically on the runtime SOA 
governance problems, such as AmberPoint. Indeed, some platform players 
have considered both the need for a runtime SOA governance product, and the 
fact that it’s not in their best interest to focus on that requirement.  

As a result of AmberPoint’s many partnerships, AmberPoint SOA runtime 
governance solutions support a variety of platforms including Enterprise 
Service Bus (ESB) offerings, such as BEA AquaLogic Service Bus, IBM 
WebSphere ESB, JBoss, and JMS-based messaging systems such as IBM 
WebSphere MQ and TIBCO EMS. It’s helpful, however, to walk through each 
product and look as their runtime SOA features.  
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 SAP: SAP NetWeaver is SAP’s integrated technology platform and has 
been the technical foundation for SAP applications since the release 
of the SAP Business Suite. SAP considers NetWeaver a Service-
oriented application and integration platform, which provides a 
development and runtime environment for SAP applications that 
customers can use for custom development and integration with other 
applications and systems.  

SAP NetWeaver does a competent job in providing Service 
development, management, and other design time capabilities, 
including the Service registry. However, missing is the core runtime 
SOA governance features, including runtime-ready policy 
management, performance management, and other runtime features 
for management of the NetWeaver infrastructure during production. 
Indeed, most SOA implementations that leverage SAP NetWeaver 
leverage a runtime SOA governance technology such as AmberPoint.  

 Microsoft: Microsoft, in turn, supports SOA infrastructure with their 
Managed Services Engine (MSE) and Windows Server UDDI Services. 
For SOA governance, Microsoft leverages MSE. This product provides 
one approach to facilitating SOA through Service virtualization. MSE is 
built upon the Windows Communication Foundation (WCF) and the 
Microsoft Server Platform. The MSE provides Service virtualization 
through a Service Repository, which also offers change management 
and support for the reuse of various Service elements. Using this 
product, Microsoft provides the ability to support versioning, 
abstraction, management, routing, and runtime policy enforcement for 
Services. 

While there are some runtime capabilities within MSE, true SOA 
runtime governance features including performance management, 
self healing capabilities, and even a more robust runtime policy 
management capability is missing, and thus requires augmentation 
through another runtime SOA governance product.  

 Software AG:  For design time and runtime SOA governance, Software 
AG offers the CentraSite SOA governance product. This product 
provides runtime SOA governance features by providing a means to 
manage policy and metadata for running Services and the 
consumption of those Services. However, the management of Services 
during a runtime state goes beyond the capability of CentraSite, and 
thus CentraSite customers may need to leverage an external runtime 
SOA governance product. Again, the platform selection is just fine; the 
runtime SOA governance just needs augmentation. 

 IBM: As for IBM’s offering in this space, the WebSphere Service 
Registry and Repository (WSRR), The IBM Tivoli Composite Application 
Manager for SOA (ITCAM for SOA), and an IBM ESB, such as 
WebSphere DataPower, form IBM’s runtime governance solution. 
However, in today’s SOA environments, IBM recognizes that its 
products must be built using standards that enable them to be easily 
pluggable into any environment. IBM promotes the use of a SOA 
runtime governance solution consisting of Service Registry and 
AmberPoint. 
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 Oracle: For runtime SOA governance Oracle leverages Enterprise 
Manager which provides runtime governance for SOA with capabilities 
such as automatic discovery of BPEL processes and partner links, and 
integrated error management. However, core runtime governance 
capabilities are missing. Thus, the Enterprise Manager requires 
augmentation for complete SOA runtime governance capabilities.  

 TIBCO: TIBCO ActiveMatrix Policy Manager, formed through a 
collaboration with TIBCO and AmberPoint, provides users with the 
ability to manage and enforce declarative policies across Services that 
the TIBCO ActiveMatrix platform hosts or mediates. Finally, the 
collaboration of TIBCO and AmberPoint reduces the overall cost and 
effort of enforcing end-to-end governance. The integration of these 
vendors’ products enables TIBCO and AmberPoint to exchange and 
delegate policies in a federated governance environment, without the 
need to install agents into the system. As with TIBCO, JBoss leverages 
AmberPoint for their runtime SOA governance requirements. 

V. The ZapThink Take 

Clearly, there are many benefits that the business can gain through the use of 
SOA governance concepts and technology. Moreover, the implementation of 
SOA and the proper management of the SOA infrastructure through runtime 
SOA governance is part of the deal. Thus, there is both an investment in 
creating a more agile architecture, as well as the runtime governance 
mechanism that will keep this infrastructure at maximum productivity.  

As part of your SOA runtime governance implementation process you should 
create a model that considers your business, current productivity issues 
around the IT infrastructure, and the cost of those productivity issues, and 
then build a model that is a representation of the business, and monitor the 
value of the infrastructure changes going forward. Keep in mind SOA is 
typically a longer term proposition, thus you may want to take these in stages 
or in project increments.  

The addition of the runtime SOA governance system meshes into the SOA 
implementation, and thus you need to consider the fact that such 
implementations are typically complex distributed and heterogeneous systems. 
The runtime SOA governance system needs to provide centralized control that 
crosses all different systems, tools, and other SOA technology. Indeed, the 
runtime SOA governance system should abstract the user from the 
complexities of the native systems and technology, which allows the runtime 
SOA governance administrator to focus on the management of the SOA 
implementation, and not on the specific issues of all of the systems under 
management. 

In order to consider the value or the ROI of SOA governance, you must 
calculate the cost of the runtime SOA governance technology along with the 
cost of implementation of the SOA, which could be ongoing. You would then 
consider the relative cost of the runtime SOA governance infrastructure to the 
cost of implementing SOA and SOA technology. You can use that to adjust the 
additional revenue gained as a result of the productivity increase.  

However, consider what technology is attributed to what benefit, and the 
relative value of runtime SOA governance goes way up. The conclusion is that 
the ROI for runtime SOA governance technology is very strong. Indeed, even 
when considering the cost of Services for planning and implementation, 
runtime SOA governance is typically able to pay for itself in days. 

Runtime SOA 
governance is 
typically able to pay 
for itself in days. 
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capabilities, strengths, and applicability of the solutions to meet customer needs as they relate to EA initiatives 
and as they map against emerging best practices. ZapThink enhances its customer’s skills by providing 
education, credentialing, and training to EAs to develop their skills as architects. 

ZapThink helps to augment consulting firms’ EA offerings and intellectual property by providing guidance on 
emerging best practices and access to information that supports those practices. ZapThink provides 
frameworks for product-based consulting based on ZapThink insight and research, such as SOA 
Implementation Roadmap guidance, Governance Framework development, and SOA Assessments, and 
provides a means to endorse and validate consulting firm offerings. ZapThink also accelerates consulting 
firms’ efforts to attract, retain, and enhance the skills of EA and SOA talent by providing education and skills 
development 

For solutions vendors, ZapThink provides retained advisory for guidance on product strategy, as well as 
marketing, visibility, and third-party endorsement benefits through its marketing activities, lead generation 
activities, and subscription services. ZapThink enables vendors to leverage ZapThink knowledge to transform 
their offerings in a cost-effective manner.  

ZapThink’s Managing Partners are widely regarded as the “go to advisors” and leading experts on SOA, EA, 
and Enterprise Web 2.0 by vendors, end-users, and the press. Respected for their candid, insightful opinions, 
they are in great demand as speakers, and have presented at conferences and industry events around the 
world. They are among the most quoted experts in the IT industry. 

ZapThink was founded in October 2000 and is headquartered in Baltimore, Maryland. Its customers include 
Global 1000 firms and government organizations, as well as many emerging businesses. Its Managing 
Partners have worked at such firms as IDC, Saga Software, Mercator Software, marchFIRST, and 
ChannelWave, and have sat on the working group committees for standards bodies such as RosettaNet, UDDI, 
and ebXML. 

Call, email, or visit the ZapThink Web site to learn more about how ZapThink can help you to better understand 
how SOA will impact your business or organization. 
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