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Abstract 
As companies move to architectures that enable loosely coupled, 
composite, Service-oriented interactions between distributed systems, 
they quickly realize that identity management is essential to making 
such interactions reliable, predictable, and secure. The only way to build 
applications that rely on functionality from disparate systems in the 
enterprise is to separate identity and policy from the underlying systems 
that have  heretofore locked those two capabilities within their own, 
proprietary environments. 
 
However, implementing the sort of federated enterprise identity 
management capabilities that Service-Oriented Architecture requires is 
difficult because existing identity and policy information reside in a wide 
range of systems. Reactivity is one vendor that provides new 
technologies and approaches for accessing and mediating identity and 
policy information that companies require.  
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Heterogeneity: The Norm for Enterprise Identity  

Companies maintain repositories of identity in a wide range of places, each of significant 
importance to the enterprise. Organizations frequently store employee information in LDAP-
based directories, ERP systems, and Customer Relationship Management databases. They 
also store digital identities PKI systems, digital certificate registries, Single Sign-On solutions, 
and a wide range of enterprise identity management products. Furthermore, portal and web-
based applications add additional layers of identity and policy control. As a result, the only 
way that companies can hope to move to composite, loosely-coupled forms of integration that 
Service-Oriented Architecture (SOA) promises is to get control over their disparate enterprise 
identity and policy management systems. 

Heterogeneity reigns in the corporate IT ecosystem. As such, any organization that aspires to 
adopt agile forms of architecture must implement policy definition and enforcement 
mechanisms that leverage their existing identity investments in identity without requiring their 
replacement. This new class of federated identity management and enforcement solution 
must effectively and efficiently mediate between different identity credentials systems and 
types, provide audit trails, and streamline the process of integrating disparate systems. 

Reactivity: Enhancing Identity and Reducing Complexity 

Reactivity’s products efficiently mediate heterogeneous identity solutions, especially for 
companies implementing SOA. In particular, Reactivity is focusing on three aspects of 
efficiency that, to this date, have seemed to elude prior attempts and mediating the disparate 
identity infrastructures in today’s organizations:  

 Design-time / development efficiency – Companies spend an inordinate amount of 
time building applications that touch a wide range of identity repositories in the 
organization. By centralizing identity management tasks through an intermediary that 
can mediate identity information, companies can cut down the amount of time it 
takes to build composite applications that rely upon disparate identity and policy 
stores. 

 Performance / runtime efficiency – Every time an endpoint must query an identity 
store, precious performance and efficiency is lost. By shifting the burden of policy 
enforcement and identity checking to a specialized system, companies can optimize 
the performance of their identity-based composite applications. Furthermore, by off-
loading security tasks to a specialized device, companies can establish a baseline of 
security without compromising performance. 

 Operations / management efficiency – The more identity management endpoints 
and systems there are, the greater the management overhead. Reducing the number 
of policy definition and enforcement points simplifies the process of managing, 
distributing, changing, and provisioning policies throughout the network.  

Reactivity tackles the above efficiency challenges by providing a hardware-based system 
called the Reactivity XML Gateways that mediate between systems that require access to 
identity and policy information and the disparate repositories of that information through the 
enterprise. Core to the way that Reactivity’s products work is their Adaptive Message 
Architecture technology that enables their products to integrate with the disparate identity 
systems, mediate between identity credentials, provide fast, predictable access provisioning, 
centralize policy management, and provide audit trails to better analyze security and identity 
performance throughout the organization. Rather than focusing on a specific network 
transport protocol, identity management system, or Service interface type, the Adaptive 
Message Architecture provides a platform by which companies can implement a wide variety 
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of connection, end-point, and transport technologies on top of which they can integrate with a 
wide range of identity and policy management systems. 

In addition to simply mediating between identity credentials and back-end systems, 
companies also require capabilities to test their systems before deploying them to the general 
public. The XML Gateways are able to provide a virtualized Service interface that can help 
developers test security capabilities of their Services or test the identity integration prior to 
exposing their Services for general consumption. The application can run live, in-production 
Services as well as test, debugging-mode Services simultaneously, without requiring separate 
boxes or isolated systems. In essence, metadata-driven policy provides the configuration 
information for each Service as to who can access that application, what mode it is in, and 
what identity management systems it should access. 

Reactivity Products 
Reactivity Availability: Now  
Overview:  
Reactivity secures, integrates and accelerates XML traffic between platforms, 
applications and organizations.  With granular policy control combined with wirespeed 
message processing, Reactivity maximizes the impact of services and XML-based SOA to 
the enterprise. 
 
Details:  

 Reactivity Gateways –Reactivity Gateways deliver the core infrastructure for 
networks to secure, integrate and optimize XML traffic. Reactivity appliances 
maximize security and speed of XML Web services while reducing the costs of 
deployment and ongoing operations. Reactivity Gateway core functionality 
provides federated identity integration and enablement and the multi-mode 
processing for optimized network performance on any XML message of any size, 
with any policy and across any transport. 

 Reactivity Gateway-D – A desktop appliance that provides developers and 
testers with a version of the product for use on individual systems in order to use 
and test Reactivity’s functionality in a controlled environment. 

 Reactivity Manager - A secure network appliance hosting a web-based 
application that enterprises use to manage Reactivity Gateways and define 
policies for those Gateways to enforce.  With strong role-based administration, 
delegated policy creation, two-stage approval and one-click deployment, the 
Reactivity Manager allows enterprises to exert consistent control over their XML 
Web services transactions while maintaining agility and interoperability. 

 Reactivity Gatekeeper – A reference architecture that ensures that the Reactivity 
Gateway has approved every message that the server receives. The Reactivity 
Gatekeeper inspects the message header for the signed assertion, verifies its 
validity, and either accepts or denies the message. It can then reroute any 
message that it denies to the Reactivity Gateway. Reactivity works with partners 
to provide support for the Gatekeeper reference architecture. 

Key Differentiators: 

 Adaptive Message Architecture - Reactivity’s patented Adaptive Message 
Architecture (AMA) provides a versatile, secure and powerful foundation using 
industry standard hardware, memory, disk, commodity and specialized ASICs to 
enforce policies for SOA, XML and Web Services. It enables administrators to 
balance security, performance and message processing and policy priorities 
enabling users to utilize the most appropriate and optimal processing methods.   
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 High Performance and End-to-end Acceleration - Reactivity offers functionality 
that improves both front-end and back-end response times in order to 
accelerate the end-to-end performance of Web services and help ensure the 
optimal operation of applications. These include optimization at the network 
level, for example connection pooling to optimize connection setup and 
teardown operations, as well as at the server and application level, including 
server pool management to optimize back-end performance. Reactivity 
Gateways continuously monitor response times from back-end servers and offer 
the ability to spread the load across a number of identical back-end servers 
when required.   

 Identity Insight – Reactivity’s identity and security policy enforcement module 
that enables the gateway to track, analyze and optimize identities as they flow 
through the system. This enables the gateway to enforce compliance, privacy 
and identity tracking policies and securely log appropriate aspects of the 
messages to the hard disk that can be accessed by the Reactivity Manager and 
consolidated by other management tools. 

 Rapid, Manageable Deployment -- Reactivity deploys quickly in a modular, non-
invasive manner, normally running within an hour and in production within a 
month. Reactivity enables multiple versions of a service to be simultaneously 
available for controlled migration between services. Reactivity’s enterprise, 
service specific policy articulation engine ensures extreme, fine-grained control 
over XML message handling. Reactivity’s reports identify all remediation needed 
to deliver effective performance and policy compliance for every message.   

 Native integration with Existing Infrastructure –Reactivity provides extensive 
native integration with identity management systems and fully supported SDKs 
to extend integration with proprietary identity systems and unique XML data 
formats. Reactivity natively integrates with a variety of transports including 
HTTP/HTTPS, SMTP, MQ, Tibco and JMS.   

The ZapThink Take 

Security and identity management are fundamental prerequisites for making composite 
Services a reality in an SOA. Unfortunately, many companies are either ignoring the 
challenges of effective security or are simply performing point-to-point integration with their 
identity systems to crudely enable security in a tightly coupled way. It’s clear that companies 
that desire loosely coupled, composite Services must also have loosely coupled, composite 
security infrastructure. By implementing an intermediary approach to security that mediates 
identity information between systems in an optimized and efficient manner, security can go 
from being a sore point to an enabler of distributed applications in the enterprise.  

Reactivity Profile 
Profile: Reactivity August 2005 
Date Founded: 1998 
Funding: Privately-held, Venture-Backed: 
         Accel Partners, Austin Ventures, Diamondhead Ventures, JK&B Capital  
CEO: Glenn Osaka 
Employees: 50 
Address: 1301 Shoreway Road, Suite 425 

 Belmont, CA 94002 
URL: www.reactivity.com  
Main Phone: 650.551.7800 
Contact:  Joelle Gropper Kaufman, joelle@reactivity.com  
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About ZapThink, LLC 
 

ZapThink is an IT advisory and analysis firm that provides trusted advice and critical insight 
into the architectural and organizational changes brought about by the movement to XML, 
Web Services, and Service Orientation. We provide our three target audiences of IT vendors, 
service providers and end-users a clear roadmap for standards-based, loosely coupled 
distributed computing – a vision of IT meeting the needs of the agile business. 

ZapThink helps its customers in three ways: by helping companies understand IT products 
and services in the context of Service-Oriented Architecture (SOA) and the vision of Service 
Orientation, by providing guidance into emerging best practices for Web Services and SOA 
adoption, and by bringing together all our audiences into a network that provides business 
value and expertise to each member of the network.  

ZapThink provides market intelligence to IT vendors and professional services firms that offer 
XML and Web Services-based products and services in order to help them understand their 
competitive landscape, plan their product roadmaps, and communicate their value 
proposition to their customers within the context of Service Orientation.  

ZapThink provides guidance and expertise to professional services firms to help them grow 
and innovate their services as well as promote their capabilities to end-users and vendors 
looking to grow their businesses. ZapThink also provides implementation intelligence to IT 
users who are seeking guidance and clarity into the best practices for planning and 
implementing SOA, including how to assemble the available products and services into a 
coherent plan. 

ZapThink was founded in October 2000 and is headquartered in Waltham, Massachusetts. Its 
customers include Global 1000 firms and government organizations, as well as many 
emerging businesses. Its analysts have worked at such firms as IDC, marchFIRST, and 
ChannelWave, and have sat on the working group committees for standards bodies such as 
RosettaNet, UDDI, and ebXML. 

Call, email, or visit the ZapThink Web site to learn more about how ZapThink can help you to 
better understand how SOA will impact your business or organization. 
 
ZAPTHINK CONTACT: 
11 Willow Street, Suite 200 
Waltham, MA 02453 
Phone: +1 (781) 207 0203 / Fax: +1 (786) 524 3186  
info@zapthink.com 
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