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AbstractAbstractAbstractAbstract    
As companies look to realize the benefits of Web Services and Service-
Oriented Architectures, namely business agility through loose coupling 
of heterogeneous systems, they realize that security and reliability are 
key challenges that they must address in order to achieve success. 
While there exist a wide array of solutions that provide basic security 
capabilities at the performance levels required for real-time operations, 
very few solutions provide the broad support that companies need for 
managing their Services in the context of the rest of their IT ecosystem. 
 
In reality companies require not just runtime security and 
authentication, but also policy management, operations support, 
auditing, and governance of their infrastructure. Reactivity provides 
hardware-based products that offer a comprehensive solution to give 
companies the control they want over their most important assets, while 
taking advantage of the benefits of SOA.  
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Not Just about Security: It’s also Policy and OperationsNot Just about Security: It’s also Policy and OperationsNot Just about Security: It’s also Policy and OperationsNot Just about Security: It’s also Policy and Operations    
Companies are starting to realize that security is one of the fundamental issues they must 
resolve if they plan to implement a Service-Oriented Architecture (SOA). Fundamentally, those 
security issues center on authorization and authentication, in addition to guaranteeing the 
reliability and confidentiality of messages as they crisscross on the corporate network and 
move between companies. Luckily, a wide range of vendors provide functionality that 
adequately covers many of the needs of these users. In essence, by the end of 2004, much of 
the functionality and performance that Web Services and SOA Security vendors offer will 
converge on the accepted set of security capabilities companies require to implement a 
robust SOA. 

As a result, however, security and performance by themselves are neither competitive 
differentiators of the infrastructure firms need to implement SOA nor of the vendors that 
supply that infrastructure. Rather than simply looking for features and performance of Web 
Services security offerings, companies are now looking to simplify the security management 
morass that continues to plague their firms, as well as provide a consistent application of 
policy, auditing, and governance across all their IT assets.  

As such, companies are searching for Web Services and SOA Security solutions that provide 
the features and performance necessary to meet their basic security requirements, but also 
provide capabilities that simplify configuration and management, integrate well with their 
existing operations, provide consistent application of policy across all aspects of security, and 
support rigorous auditing and governance requirements.  

Reactivity’s Secure Web Services Deployment System Reactivity’s Secure Web Services Deployment System Reactivity’s Secure Web Services Deployment System Reactivity’s Secure Web Services Deployment System     

It is in this vein that Reactivity provides its Secure Deployment System (SDS) for XML Web 
Services and SOA. The Secure Deployment System is a system of managed, dedicated XML 
appliances that perform XML processing for security and mediation of different protocols with 
the ability to extend its services from the edge of the network to XML Web Services hosts. It 
provides scalability, security enforcement, mediation of diverse standards, platforms, 
protocols and transports while enabling the appropriate people in an enterprise by providing 
visibility into the messages flowing over it. 

One of the key differentiators of Reactivity’s products as well as their overall strategy is the 
fact that they realize that mission-critical Web Services require the coordinated efforts of 
many people throughout the enterprise. Rather than trying to centralize policy definition and 
enforcement in a single location and with a single role in the organization, Reactivity realizes 
that companies must distribute and federate control and definition of security throughout the 
organization to achieve agility and manageability. All of Reactivity’s products further this 
strategic goal. 



ZapThink ZapNote: Reactivity  October 2004   

Copyright © 2004, ZapThink, LLC  3 

ZapThink, LLC " 11 Willow Street, Suite 200 " Waltham, MA 02453 " info@zapthink.com " www.zapthink.com

Figure Figure Figure Figure 1111: The Reactivity Secure Web Services Deployment System: The Reactivity Secure Web Services Deployment System: The Reactivity Secure Web Services Deployment System: The Reactivity Secure Web Services Deployment System    

 

In the above diagram, the Reactivity Gateway intercepts messages destined for internal 
systems, and then performs a wide range of security, auditing, message processing, and 
protocol translation tasks. The configuration for these policies and auditing control is 
centralized in the Reactivity Manager, maintained by a separate, and delegated control group. 
Messages are then passed to their final destination, which may have an additional layer of 
security control provided by the Reactivity Gatekeeper product, that prevents further 
unauthorized access. Finally, developers have their own local security product, called 
Gateway-D that gives them the ability to develop and test security policies without impacting 
the organization as a whole. 

The SDS consists of a growing set of hardware and software products that implement the 
vision of comprehensive security management for Web Services. Those products include: 

! Reactivity Gateway – A network appliance that provides enforcement of XML-based 
Web Services security policies and offers capabilities for intrusion and threat 
defense, while delivering standards-based, any-to-any integration of XML Web 
Services formats. 

! Reactivity Manager – A network appliance that hosts a secure Web-based application 
that enterprises can use to manage the Reactivity Gateways. Administrators can 
provision users of the Reactivity Manager, and those users are greeted with the 
information and activities that are targeted for their specific role and function. In 
addition, the Reactivity Manager has a workflow function that coordinates the 
activities of all these users, freeing users to focus on deploying secure Web Services. 

! Reactivity Gateway-D – A desktop appliance that provides developers and testers 
with a version of the product for use on individual systems in order to use and test 
Reactivity’s functionality in a controlled environment. 

! Reactivity Gatekeeper – A software server plug-in that ensures that the Reactivity 
Gateway has approved every message that the server receives . It secures the so-
called “last mile” of XML Web Services by providing a final checkpoint by which only 
authorized messages are processed.  
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Reactivity Products Reactivity Products Reactivity Products Reactivity Products     
 

ReactivityReactivityReactivityReactivity    Availability: Now Availability: Now Availability: Now Availability: Now     
Overview:Overview:Overview:Overview:  
Reactivity provides a system of managed, dedicated XML appliances that 
perform XML processing for security and mediation with the ability to 
extend its services from the edge of the network to XML Web services 
hosts. It ensures scalability, consistent security enforcement, mediation 
of diverse standards, platforms, protocols and transports while putting 
power in the hands of the appropriate people in your enterprise and 
providing instant visibility into the messages flowing over it. 
 
Details:Details:Details:Details:  

Reactivity’s product line consists of the following products:  

! Reactivity Gateway –The Reactivity Gateway is an edge 
appliance that performs XML threat defense, authentication, 
authorization, confidentiality, and auditability. Security policies 
are defined within the Reactivity Manager and messages, 
exceptions, and policies are tracked with comprehensive, 
configurable logs. 

! Reactivity Gateway-D – Desktop appliance that provides 
developers and testers with a version of the product for use on 
individual systems in order to use and test Reactivity’s 
functionality in a controlled environment. 

! Reactivity Gatekeeper – A software server plug-in that ensures 
that the Reactivity Gateway has approved every message that 
the server receives. The Reactivity Gatekeeper inspects the 
message header for the signed assertion, verifies its validity, 
and either accepts or denies the message. It can then reroute 
any message that it denies to the Reactivity Gateway. 

! Reactivity Manager - A secure network appliance hosting a web-
based application that enterprises use to manage Reactivity 
Gateways and define policies to be enforced by those Gateways.  
With strong role-based administration, delegated policy creation, 
two-stage approval and one-click deployment, the Reactivity 
Manager ensures that enterprises can exert consistent control 
over their XML Web services transactions while maintaining 
corporate agility and system interoperability. 

Key Differentiators:Key Differentiators:Key Differentiators:Key Differentiators:    

! Fine-grained security control – The Reactivity Gateway considers 
not only the source of a message, but also its content and 
headers, comparing them to the requirements of the security 
policy before authorizing or denying it. The Reactivity Gateway 
can inspect and modify the source, headers and content of a 
message, enabling the wirespeed enforcement of fine-grained 
XML Web services security policy defined in and compiled by the 
Reactivity Manager. 

! XML threat detection and defense - Heuristic, configurable XML 
denial of service attack detection. Provides graduated attack 
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response from alerts to traffic throttling to blocking IP 
addresses, and extensive XML schema validation to ensure 
expected message contents 

! Any-to-any interoperability – Data and transport mediation 
between any XML/SOAP format and transports and standards 
ranging from WSDL to security standards. Supports HTTP, 
HTTPS, IBM MQ-Series, JMS, TIBCO, XML, SOAP, and Sonic MQ 
protocols. 

! Integration with identity management solutions – Integrates 
with a wide range of existing enterprise security and identity 
management systems such as Netegrity SiteMinder, and 
includes support for LDAP, UDDI and PKI for additional identity 
and security resources 

The ZapThink TakeThe ZapThink TakeThe ZapThink TakeThe ZapThink Take    

Reactivity realizes that companies that desire maximized return from their security 
investment and increased business agility, require more than simply security features and 
functions. As a result, Reactivity’s vision is a set of hardware-based security appliances that 
optimizes people, processes and technology around consistent policy governance and 
enforcement.  

The company sees their sweet spot at the intersection of five key functional areas: message 
security, access control, certificate management, threat defense, and validation and 
mediation of XML-based messages. What they found is that these areas all share the 
common requirements of consistent policy governance and enforcement, which results in 
what Reactivity calls “operational agility” for security systems. 

Operational agility is the ability for companies to move beyond today’s highly centralized, 
bureaucratic policy definition and enforcement methods to a federated, decentralized, but 
still centrally enforced security approach. Operational agility includes the following key 
abilities: 

! Delegate partial policy to different groups, and delegate control of policy to different 
roles within the organization. 

! Migrate policies among different implementation infrastructures and environments. 

! Model and diagnose impact of security policy changes at runtime. 

! Debug and diagnose policy problems along with policy-aware logging and auditing. 

With the focus on operational agility, consistent policy definition, governance, and enforcement, , 
ZapThink believes that Reactivity can continue to compete effectively in the challenging security 
market.  

TTTTAKE CREDIT FOR READIAKE CREDIT FOR READIAKE CREDIT FOR READIAKE CREDIT FOR READING ZAPTHINK RESEARCHNG ZAPTHINK RESEARCHNG ZAPTHINK RESEARCHNG ZAPTHINK RESEARCH!!!!    
 
Thank you for reading ZapThink research! ZapThink is an IT market intelligence firm that provides trusted 
advice and critical insight into XML, Web Services, and Service Orientation. We provide our target 
audience of IT vendors, service providers and end-users a clear roadmap for standards-based, loosely 
coupled distributed computing – a vision of IT meeting the needs of the agile business. 
 
Earn rewards for reading ZapThink research! Visit www.zapthink.com/credit and enter the code 
REACNOTEREACNOTEREACNOTEREACNOTE. . . . We’ll reward you with ZapCredits that you can use to obtain free research, ZapGear, and 
more! For more information about ZapThink products and services, please call us at +1-781-207-0203, 
or drop us an email at info@zapthink.com. 
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Profile: ReactivityProfile: ReactivityProfile: ReactivityProfile: Reactivity    September 2004    
Date Founded: Date Founded: Date Founded: Date Founded: 1998    
Funding: Funding: Funding: Funding: Privately-held, Venture-Backed: 
         Accel Partners, Austin Ventures, Diamondhead Ventures, JK&B Capital     
CEO: CEO: CEO: CEO: Glenn Osaka    
Employees: Employees: Employees: Employees: 50    
Address:Address:Address:Address:    

1301 Shoreway Road, Suite 425 
Belmont, CA 94002 

URL: URL: URL: URL: www.reactivity.com        
Main Phone: Main Phone: Main Phone: Main Phone: 650.551.7800    
ContactContactContactContact:   

Joelle Gropper Kaufman joelle@reactivity.com  

Related ResearchRelated ResearchRelated ResearchRelated Research    

! Service Orientation Market Trends Foundation Report (ZTR-WS110) 

! F5 Networks ZapNote (ZTZN-1158) 

! Datapower ZapNote (ZTZN-1159) 
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About ZapThink, LLCAbout ZapThink, LLCAbout ZapThink, LLCAbout ZapThink, LLC    
 

ZapThink is an IT market intelligence firm that provides trusted advice and critical insight into 
XML, Web Services, and Service Orientation. We provide our target audience of IT vendors, 
service providers and end-users a clear roadmap for standards-based, loosely coupled 
distributed computing – a vision of IT meeting the needs of the agile business. 
 
ZapThink’s role is to help companies understand these IT products and services in the context 
of SOAs and the vision of Service Orientation. ZapThink provides market intelligence to IT 
vendors who offer XML and Web Services-based products to help them understand their 
competitive landscape and how to communicate their value proposition to their customers 
within the context of Service Orientation, and lay out their product roadmaps for the coming 
wave of Service Orientation. ZapThink also provides implementation intelligence to IT users 
who are seeking guidance and clarity into how to assemble the available products and 
services into a coherent roadmap to Service Orientation. Finally, ZapThink provides demand 
intelligence to IT vendors and service providers who must understand the needs of IT users as 
they follow the roadmap to Service Orientation. 
 
ZapThink’s senior analysts are widely regarded as the “go to analysts” for XML, Web Services, 
and SOAs by vendors, end-users, and the press. They are in great demand as speakers, and 
have presented at conferences and industry events around the world. They are among the 
most quoted industry analysts in the IT industry. 
 
ZapThink was founded in October 2000 and is headquartered in Waltham, Massachusetts. Its 
customers include Global 1000 firms, public sector organizations around the world, and many 
emerging businesses. ZapThink Analysts have years of experience in IT as well as research 
and analysis. Its analysts have previously been with such firms as IDC and ChannelWave, and 
have sat on the working group committees for standards bodies such as RosettaNet, UDDI, 
CPExchange, ebXML, EIDX, and CompTIA. 
 
Call, email, or visit the ZapThink Web site to learn more about how ZapThink can help you to 
better understand how XML and Web Services impact your business or organization. 
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