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AbstractAbstractAbstractAbstract    
Of all the different types of XML Proxies, the software XML firewall is 
one of the simplest to understand. It intercepts incoming XML 
messages, validates them, determines whether they are properly 
authorized, and routes them accordingly. Vordel’s VordelSecure product 
is a software XML firewall that runs on a Web server, therefore 
leveraging the capabilities of the Web server to provide high-
performance security protection to the enterprise. Furthermore, 
VordelSecure supports a wide range of open standards and 
specifications and interoperates with many popular Web Services 
platforms, making it a likely choice for many enterprises looking to 
protect their Web Services from unauthorized or malicious traffic. 
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The Software XML FirewallThe Software XML FirewallThe Software XML FirewallThe Software XML Firewall    

Dublin-based Vordel’s flagship product is VordelSecure, which they describe as an “XML 
security layer” that operates between an enterprise and the outside world. In essence, 
VordelSecure is a software XML firewall—part of the emerging class of XML Proxy solutions 
(see ZapThink’s XML Proxies: XML-Aware Network Appliances and Firewalls Report for more 
information). VordelSecure examines the network for XML traffic, and processes the integrity, 
structure, and content of these XML requests using established XML standards including XML 
Signature, XML Schema, and XPath. VordelSecure ensures that incoming requests are 
authorized on the network, and insures the authenticity of digital certificates by integrating 
with PKI directories and local and global trust services, including XML Key Management 
Specification (XKMS) based services. VordelSecure can also delegate authorization to existing 
access control software using the emerging Security Assertions Markup Language (SAML). 

Enterprises deploy VordelSecure on a Web server at the edge of the enterprise network. The 
product then intercepts incoming SOAP requests as they hit the Web server. The system then 
validates these requests against security rules that have been previously configured for the 
requested Web Service. VordelSecure then either routes the XML message to the appropriate 
Web Service destination or prevents its execution. VordelSecure interoperates with a variety 
of XML and Web Services platforms, including Microsoft .NET, IBM WebSphere, BEA 
WebLogic, Oracle 9iAS, and Sun ONE Application Server. 

VordelSecure can perform the following operations: 

! Examine the integrity, structure, and content of XML requests using XML Signature, XML 
Schema, and XPath in order to filter out unwanted and/or malicious data from reaching 
internal Web Services.  

! Verify the authenticity of X.509 digital certificates by accessing PKI directories as well as 
local and global trust services.  

! Delegate authorization of users to existing access control software products using SAML 
in order to block unauthorized requests. VordelSecure can also authorize incoming 
requests using the issuing certificate authority policy. 

! Provide audit trails for all processed transactions to allow for real-time Web Services 
usage monitoring. 
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Thank you for reading ZapThink research! ZapThink is an IT market intelligence firm that provides trusted 
advice and critical insight into XML, Web Services, and Service Orientation. We provide our target audience of 
IT vendors, service providers and end-users a clear roadmap for standards-based, loosely coupled distributed 
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The VordelSecure ArchitectureThe VordelSecure ArchitectureThe VordelSecure ArchitectureThe VordelSecure Architecture    

One key differentiator between VordelSecure and other XML Proxies is that enterprises deploy 
VordelSecure on any Web server that has Java Servlet support. It then blocks unwanted SOAP 
messages on that particular Web server, which enterprises typically locate in their firewall-
protected “De-Militarized Zone” (DMZ). Vordel utilizes the Apache Tomcat Servlet engine, 
which plugs in to either the Apache Web server or Microsoft IIS. VordelSecure also works 
directly with the Sun ONE Enterprise Server, which has native Servlet support. 

Each of VordelSecure’s components execute specific tasks, such as signature verification or 
XML data validation. Since XML processing and data security are processor intensive, Vordel 
has optimized VordelSecure to perform in real time, for both normal functioning as well as the 
handling of denial of service attacks. Vordel has implemented key portions of the product in 
the C language (accessed through the Java Native Interface) in order to achieve the required 
throughput. 

Enterprises will typically deploy the VordelSecure environment behind a hardware firewall. The 
hardware firewall typically allows HTTP and HTTPS traffic through ports 80 and 443, 
respectively. This traffic then hits the VordelSecure server without any additional need to 
reconfigure the hardware firewall. The enterprise can use standard SSL in its typical 
configuration to establish an encrypted channel between the Web server and external 
applications through port 443 of the firewall. In addition, the enterprise can also use SSL 
behind the firewall to create a secure communication channel between VordelSecure and the 
Web Services it protects. 

The ZapThink TakeThe ZapThink TakeThe ZapThink TakeThe ZapThink Take    

 ZapThink sees an increasing role for XML Proxies: XML-aware intermediaries that intercept 
XML traffic on the network and perform a variety of value-added services on top of the 
exchanges of XML messages. In particular, software solutions such as VordelSecure will 
provide a critical layer of guaranteed security on top of Web Services transactions that may 
otherwise operate in the clear. While some XML Proxy solutions are hardware network 
appliances, software solutions such as Vordel’s offer flexibility of installation and limited IT 
administrator involvement to implement guaranteed XML and Web Services security. 

VordelSecure is not a Web Services platform or an integration tool, although it does leverage 
Web Services to exchange XML messages with a variety of platforms. Furthermore, Vordel’s 
support for a broad range of standards and specifications, including XML Digital Signatures, 
XML Schema, XPath, XKMS, X.509, SAML, and SSL provides a broad value proposition to any 
enterprise who is trying to implement open standards-based security across all Web Services 
transactions on their network. 

Many competing security vendors are attempting to tackle the enterprise security market with 
a variety of approaches, ranging from hardware appliances to security-focused “platforms.” By 
focusing on providing comprehensive Web Services security at the Web server, however, 
Vordel has positioned itself to be able to offer a best-of-breed solution that will work in a wider 
range of heterogeneous environments than the security platform vendors are likely to be able 
to achieve, and in a more flexible manner than XML network appliance solutions provide. 
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Profile: VordeProfile: VordeProfile: VordeProfile: Vordellll    (July 2002)    
Date Founded: 1999 
Funding:  

Dresdner Kleinwort Wasserstein, Elderstreet VC, ICC Venture 
Capital, the Intel IA64 fund, and Powerscourt Capital 
Technology Fund 

CEO: Derek O'Carroll 
Employees: 25 
Products: 

• VordelSecure 
Address: 
 Cranford House 
 Cranford Court 
 Dublin 4 
 Ireland     
URL: http://www.vordel.com 
Main Phone:  +353-1-215 3333 
 US: 617-342-7127 
Contacts: info@vordel.com  
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About ZapThink, LLCAbout ZapThink, LLCAbout ZapThink, LLCAbout ZapThink, LLC    
 

ZapThink is an IT market intelligence firm that provides trusted advice and critical insight into 
XML, Web Services, and Service Orientation. We provide our target audience of IT vendors, 
service providers and end-users a clear roadmap for standards-based, loosely coupled 
distributed computing – a vision of IT meeting the needs of the agile business. 

ZapThink’s role is to help companies understand these IT products and services in the context 
of SOAs and the vision of Service Orientation. ZapThink provides market intelligence to IT 
vendors who offer XML and Web Services-based products to help them understand their 
competitive landscape and how to communicate their value proposition to their customers 
within the context of Service Orientation, and lay out their product roadmaps for the coming 
wave of Service Orientation. ZapThink also provides implementation intelligence to IT users 
who are seeking guidance and clarity into how to assemble the available products and 
services into a coherent roadmap to Service Orientation. Finally, ZapThink provides demand 
intelligence to IT vendors and service providers who must understand the needs of IT users as 
they follow the roadmap to Service Orientation. 

ZapThink’s senior analysts are widely regarded as the “go to analysts” for XML, Web Services, 
and SOAs by vendors, end-users, and the press. They are in great demand as speakers, and 
have presented at conferences and industry events around the world. They are among the 
most quoted industry analysts in the IT industry. 

ZapThink was founded in October 2000 and is headquartered in Waltham, Massachusetts. Its 
customers include Global 1000 firms, public sector organizations around the world, and many 
emerging businesses. ZapThink Analysts have years of experience in IT as well as research 
and analysis. Its analysts have previously been with such firms as IDC and ChannelWave, and 
have sat on the working group committees for standards bodies such as RosettaNet, UDDI, 
CPExchange, ebXML, EIDX, and CompTIA. 

Call, email, or visit the ZapThink Web site to learn more about how ZapThink can help you to 
better understand how XML and Web Services impact your business or organization. 
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