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Cloud computing played a critical role in getting us through 2020 and will continue to be vital 
moving forward. Organizations that employed a Cloud infrastructure have been able to continue 
working with a dispersed workforce. Employees at home have been able to access systems and 
applications they need to do their jobs. 

For health agencies and organizations, the Cloud has been particularly important. It has enabled research to continue, 
meetings to be conducted over video, and patient care to happen beyond the walls of a doctor’s office. But what about 
tomorrow? Moving forward, Cloud computing will have a more profound impact beyond just how we do business to 
what we can discover. 

POWERING DIGITAL 
TRANSFORMATION

Digital transformation programs are modernizing 
organizations of all sizes and geographies. Digitizing 
and automating more operations enables agility 
needed to enter new markets, serve customers better, 
offer employees new working models, and empower 
organizations to become more competitive. 

Successful digital transformation hinges on the 
accessibility and flexibility of Cloud computing. The 
Cloud enables modernization of applications and 
business processes that can dynamically scale up and 
down across geographies to reach workers, customers, 
partners, students, and patients nearly anywhere. This 
is especially important in our current environment. 

As public health protocols have kept much of the 
population at home, organizations have turned to 
Cloud computing, virtual desktop infrastructure (VDI), 
videoconferencing and collaboration software, and 
other digital technologies to keep business processes 
moving. 

Cloud platforms provide a scale that previously was 
only available to high-end research organizations. 
Today any organization, regardless of its size or stature, 
has access to resources that can help them see their 
ideas quickly become reality. They can tap into nearly 
an unlimited amount of distributed computing power 
for rapid and continuous experimentation at scale 
and can increase or decrease resource demand based 
on real-time need and usage. This democratization 
of computing power in a cost-efficient manner holds 
incredible promise for the future of healthcare delivery. 
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ANALYTICS 
AS-A-SERVICE 

Data is fuel for knowledge, but gaining that knowledge 
requires data analytics that drive actionable insights 
and quality intelligence. Cloud computing provides the 
platform to ingest and process large amounts of data as 
well as the computing power to run complex analytics. 

Today’s Cloud service providers also provide the 
turnkey tools. There is no need to start from scratch; 
pre-built and pre-engineered analytic applications and 
services are already available. Organizations can use 
them to jump start efforts in building analytic models to 
fit precise needs, from bioinformatics to genomics. 

With these tools in hand, healthcare and research 
organizations can advance predictive healthcare. 
For the pandemic, this meant that vaccine discovery 
and monitoring for adverse events could happen 
quickly because the Cloud provided the immediate 
scale without a long-term investment of resources 
or implementation of an on-premise solution. Using 
Cloud infrastructure to process large amounts of 
historical data--and then applying a pre-built artificial 
intelligence (AI) solution to that data--practitioners 
and researchers can find correlations that could lead 
to early detection, the minimization of adverse events, 
new drug discoveries, and more effective treatment of 
diseases. 

Trained algorithms could detect helmet collisions, 
then combine the predictions of multiple models to 
form one prediction. Going forward, this data could 
be used to help change the rules for player safety and 
ultimately help with helmet design improvements. 

COMPUTATION 
ON THE EDGE

Real time, accurate data analysis is critical for making 
the best possible decisions. Imagine that someone in 
a clinical trial has a serious condition. Being able to 
do computations directly on a biomedical device will 
provide point-in-time, immediate analysis that can 
directly impact that patient’s care. 

Edge computing makes this a reality. Edge computing is 
a family of technologies, including edge infrastructure 
and analytics software, that distributes application 
data and services where they can best optimize 
outcomes. Internet-connected sensors and fast 
networks, such as 5G, combine to quickly move data 
from point-to-point, allowing for faster (in some cases, 
real time) computation and analytics while improving 
interoperability between systems. 

 As technologies like AI and machine learning (ML) 
become more prevalent, the need to analyze and 
transform data into information in real time at the 
source becomes critical. This is made possible through 
computation at the edge, which enables federated 
learning. Rather than moving data to a central storage 
platform—which takes time--computations and 
analytics happen at the edge. Instead of requiring one 
unified dataset to train a model, federated learning 
leaves the data where it is, distributed across numerous 
devices and servers on the edge. 

In addition to accelerating research, federated learning 
can play a critical role in protecting patient data. 
While data is the lifeblood of modern AI, data privacy 
issues play a significant (and often limiting) role in 
AI’s trajectory. For many organizations, particularly 
those dealing with sensitive information, moving 
data to the Cloud is not an easy option to begin with; 

HOW THE CLOUD IS HELPING 
HEALTH ORGANIZATIONS MAKE 
BETTER DECISIONS, FASTER

For example, a recent Kaggle competition asked 
participants to use computer vision to detect helmet 
collisions in NFL games. Computer vision deep learning 
algorithms based on convolutional neural networks 
were employed to help predict and prevent players’ 
injuries. The data consisted of 120 NFL plays, over 
40,000 image frames, and more than one million 
annotated helmet boxes. 

“WITH THESE TOOLS IN HAND, HEALTHCARE 

AND RESEARCH ORGANIZATIONS CAN 

ADVANCE PREDICTIVE HEALTHCARE”
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asking them to place data in flight and move it to a 
central repository for processing only exacerbates their 
concerns. 

Thanks to edge computing and federated learning, 
researchers can develop life-saving healthcare AI tools 
without ever moving sensitive health records from their 
source or exposing them to privacy breaches. 

It removes the need to move data, and, therefore, some 
of the concerns surrounding compliance and privacy 
issues—all while providing actionable intelligence that 
can significantly impact research and decisions made at 
the point-of-care.

TECHNOLOGY AND 
COST OPTIMIZATION

The Cloud optimizes the resources needed to run 
these complex technologies. There is no waste, no 
underutilization of tech resources when working in 
the Cloud. This removes the need to spend capital 
resources on analytic solutions. The time to use 
is greatly sped up when technology becomes an 
operational expense, removing the procurement 
processes needed to spend capital funds. 

The Cloud is also cost-effective. Its pay-as-you-use 
model removes the need to justify long term massive 
spending. Instead, organizations can quickly spin 
up resources in the Cloud, pay for what is needed as 
necessary, and return to business as usual. 

DATA  
SECURITY

Finally, organizations benefit from the highest levels of 
security employed by Cloud providers. These providers 
have entire teams dedicated solely to the security 
and uptime of their networks and systems. This allows 
organizations to focus on their missions and the data 
itself rather than building and supporting a security 
infrastructure to protect that data. 

Of course, there is a shared responsibility when 
using Cloud. Cloud providers are generally only 
responsible for the infrastructure protecting the data; 
organizations must remain good stewards of the data 
itself. Organizations must follow policies (i.e., General 
Data Protection Regulation--GDPR--in Europe and the 
California Consumer Privacy Act--CCPA), processes and 
procedures to ensure that privacy is maintained, and 
data remains secure. 
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SOLVING COMPLEX 
HEALTH CHALLENGES
Cloud computing has and will continue to 
transform healthcare as we know it. It is the engine 
driving unprecedented research capabilities, deep 
analytical insights, and actionable intelligence—
all while providing efficiency and security 
benefits. With the Cloud, health agencies and 
organizations can move faster than ever before to 
meet demanding and complex health challenges.


